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Abstract of JP7334445 

PURPOSE:To hierarchically manage a large 
scale communication network by periodically 
collecting and reporting management objects 
through an agent belonging to a management 
range of its own system. 
CONSTITUTION:Management objects are 
managed by using a simple network 
management protocol (SN MP) and an internet 
control message protocol(ICMP) based upon 
internet activities board(IAB) management 
reference between a sub-manager 10 connected 
to a local area network(LAN) and agents 20a- 1 , 
20a-2. Through the agents 20a-1, 20a-2 
belonging to its own management range, 
management object in the management range 
are periodically collected and the collected result 
is reported to an integrated manager. The 
collected information is stored by a management 
information base(MIB) format. 
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it*, wifwtity^i^ • wtrr* 

*S£^ *~ 5? * a* S * U T*^v * - s> * 

x-^x> hfcH-r**ft©« *g£*i& ni^?^- 

7"<&ML. KROSNMP h57yS*-«D*^* 

-5?*a*&©#jss#fc»u aeos^seBtcs-rs 
€• ^ 6 icjm-r & c t etttt t Taiwan i ie«©pgji 

h^-^Sv'T.xA. 

^^S^iR^Lfc^g^^xy- Hfc#JRUT'J7\»> 40 
AiR**«H&*R-rS £ <>: *4*«fr<5l»*« 5 §B 
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[S*±©fijffl7>^] *3s«w:. mmm*v h7-?t 50 
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2 

S^XT-AKlflMJ, Wfc, I-yi>h, Vf-fX—i? 

til/. -tftSCfflwafiya hn;i/<hLTSNMP 
(Simple Network managemen 

t protocol) *m^z>mmm*v hv—zw 

[0 0 0 2] 

Afc«kD*lJ«Sft. V*—5?-W4x—5?x> battle* 

? hy-^Sis^wa • ««?-*. x-s?x>h 

fcta«*y h7-*©*Wttfc*©**1lMl, Ktttt 

fi. T-f • X< • tf— ( I AB= Internet A 
ctivities Board) ^SHRipi:, zjr— • 
(OSI=Open Systemes I 
nterconnec t ion) flg¥© 2 -075*#fr 

[0 0 0 3] (1) !ABfiW6«Jitft*yh7 

[0 0 0 4] C©*£\ I ABfflff4ii:£tt«jlMf 

a€r?T-5(CfSbTtt, SNMP (Simple Net 
work management protocol) 
^fffl^ns. ftfc, iOSNMPCHt««»tt, 7 
— ;l/ • 17 • is— -115 7, ->>^)l' • *y h7 — 2? 
• >*j*>h • -fu Yzi)V (RFC 1157, " A Simple 

Network Management Protocol* ) T?&5££*iTV*3. 
[0 0 0 5] (2) OSIflgftlABfllip* 

r»f[LANl«^-f >OOS I CiSlt^fij (Sft 
«l, «**ia*£*£f6. 1 9 9 3¥.-6fl^. ppl 

4 2 6-1 44 0, 61T. ##3tfi« C 1 ] ) fcEHSft 
Tl/^i^lC. &LA.N (D-*Jl/-IiJ7-^7h7 
-20 & I AB<gWmmz.g-3 ^-P'rlZT'g 

05 I flS^CS^^T^y r-^-^gjg^lfS-r 
[0 0 0 6] -f^fc-fe. tJ-yv*— v^lcU^T I AB 

v^— >?rtC*i^T^y K7 — £:£tt:©jtiK£tfS-t 

5. 

[0 0 0 7] 
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[0 0 0 8] Lfr I AB§agf*P©SNMP 

h£©F«S1K1t:^*-^£eebfc<i:LTfc, V*- 

©*awftfc^»T*ftu&w-ntf, ^sws^h^t io 

2l§l"C£fc^i:l^-5IBga*&3. 
[0 0 0 9] £©*•&-, SNMPv2 ( S NMPA'-y 

3 >2) ©wr»a. s^^s^*— ^irfcatu 

[0 0 10] — Cl] fcE*SftTV**0 

S I Wav^^Alc&oTte, f^7*-^t(iOS 1 
tiwis^nsos ext. 1 

[0 0 11] Sfc, LANTtt I ABg!pOIftit-f 

LANFIT'fe I AB«?i|S©iiffiU— tf^^fiefflT 30 

CD lCf2&£nTV>3 i ga->X^AT'te. WAN ("7 
-f H • I'J7 • ±TI ABl=a^«PO® 

ip^^^fflr-5^t>iBt)&-r, o s i wa«*p©^«p 

* ©^fiS;^^ < ft -a £ ^ 3 niH«t& <s. 
[0012] set, ttftovarat-ctfasnsafli 

fATlt «a«l^©^fT, #*MMf*#*LT^feV> 

[0013] *«w©*i©BWtt. mmttmf&cDvy 
T*«*fcaffi*y h7-*£»jMfa-rsi:±3a«T* 

*»JiS!*y h«7-^«a->XT-A€»«T*^tT* 50 
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*. 

[0 0 14] S2©S«}t &m<a*mWry bX'Wt,^ 

v*-s>+ ttr:/^*-5>*M©*aflM**e*T?*, 

t. hT^a-r^^t^-r^^Piss^^ F7— ^ea-> 

[0 0 15] 

[^g£fi?&-T3£:i*©¥©] ±B»l©IW**dcT 

©afi:/D ha;|/t LTSNMPSrflUHU *^+>-^T 
^— virrtiC gB©Wa^Bt*fll^"-&x->?i>HS- 

^bTra«aftH©flpa*ys?i^ f 
i;t«e-&t*— y -v Ka»T*jej«MJi**ft**«3-e- 

[0 0 16] 3t&. JB2 0BWtitJ«-r*fc»fc, 
TV^^X— >'i> Hjfc&©W*©1****»L-Clfr& 

[0 0 17] 

ttBKwrsx— h*^i/Tn«a«B©«a* 
[0018] ^©«^, JKiMiMitt. *«c©«a*ys? 

oc? h ©*-&<& *»ifi-C*^lxfcM I B (Manage 
ment Information Base) tV^ 

t t ? -tr x $ nxiK'&v v 5 -v tcasa $ n -s . 

[0 0 19] CintCi^T. IABflgfOSNMP 
7— **HMH?a-r*i:&jflf*T?*. U*»%>¥— T'nhzi 

[0 0 2 0] Sfc. IBRWWBiJ^TflFaLT^Sftx— 

tt£ v^- +■ t ^ M©*aiiMite*-r 

[0 0 2 1] 

[0 0 2 2] Elite, *£9i&jW!l-*'«a4i*v 
^©-HI6«**T->X?i»«iaciaT»»3, «ic©LA 
Nl, 2, 3OTAN <7-f KxU7*f — £7) 4 

[0 0 2 3] Cl©-5-6. LANllCli, *7h9-^f 
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J f i • »l»t^S^X-y x > h 2 0 a - 1 , 2 0 
a-2*cktfx— 5>:c>H*^fi©I P (Intern 
e t Protocol) /- F3 0 a^ftttSn, $ 
b^utlbX-yx > K 2 0 a - 1 , 20a-2^L 
TL AN 1 rtODffS^^x* b&vm • «Mrr*u-:/ 

[0 0 2 4] 

3 • 3r#T£^CDX-^x>h2 0 b- 1, 2 0 b- 10 
2*J»«Sft 1 S6Kutl5X-i;x>h20b"l, 

2 o b - 2 ©ffiT^ffit^yx $ h s«si • w»-r 

->?x>h20c, X-yx>h*Hg<DIP;-H3 

0 a^SSc^n^xh*^, £*l£x— >>x> h 2 0 c (D 

yt 1 0 c«^tlll^, 
[0 0 2 5] Tfct>*> + LAN-2fc4JV^Ttt, 2 0^ 

nSct'SJCtt^T^S. 20 
[0 0 2 6] -yj, LAN3t£tt. KSOI-^x > h 

20-1, 2 o - 2tfmtftzn, SStCCinSX— S?x 

>h2 0-l, 2 0-2 (Df ITOf It y y x ^ h $ 
*«• WAN4^^V*-y> 
10a, 10b, 1 0cS:Ii;T, dtl^CDWST^W 
It^yx^ h^fl • M»f **t£^*-$?* 5 0*« 
gi^nil^o ^-75:^%. LAN3W1 

[0 0 2 7] H2H X— v>x>K -y-;/T*— 30 
J;U^^v^-> F ^O^3iagiB^$r^'r0TfeO, LA 
N 1 fcftttSnfc^yv*— 10a tX-yx>h 

2 0a-l, 2 0 a - 2 i©HH I ABf 1W©S N 
MP^ct^I CMP (Internet Contro 

1 Massage Protocol) ^r&fflbT® 

^7*-yt 1 0 a ii-yx> I P/-. H 

3 0 aiODIIBH;, ICMPtftffllTfflt^x^h 

1 0 a£H, tfEttB^X— ^x>HSBi;TJK*L& 40 

B (Management Informat ion 
Base) £V>3»3tT#l*T*tt*M I Bt-^^- 
X 1 7 0 a«lSntl^o 

[0 0 2 8] LAN2t»«Sntity7*- 
y>10c tX-yx>h2 0 c i©Pfl« I ABfli 
£f£<9SNMP4oJ;tfI CMPOTlTfltyyxi/ 

1 0 c tX-yx> h*SI8©l P/-F3 0 c £<Z>M 
tt, I CMPSftffiLTf ity'yxi? hSf It*«t 50 
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«g|gH^X-fyx>h*ai:TiRmLfeffiScc7) i ffS^ 
yvx? HOJ|-&ft*«lfflT*aLfcM I B (M a n a 
gement Information Base) t 
OUT. M I BJE^s?) T«»-r*«lJftM 
I B^-^-X 1 7 0 c«^m^§o 

[0 0 2 9] It^^-v^ 1 0 bfc±tfX->? 

x> h 2 0 - 1 , 2 0 - 2tC^ViTfcIpI«(O^S65K^ 
TSE^V^-iy^ 5 0 t8«SnT^S. 

[0 0 3 0] H3I1 D-yv^yf 1 0<Dfoffim&<D 

[0 0 3 1] ( 1 ) affiffitPtttt 1 o 0 

(2) *9«HK««fiei 1 o 

(3) um^-jr^-x'gmmmi 2 0 

(4) gi-s;x>HM6i 3 0 

(5) $?*x-$*x>h«ABi 4 0 

(6) fttiHUMBl 5 0 

(7) h5^^»a«IBl 6 0 

[0032] ( 1 ) mmmmmm 1 0 0 

n;u^xx • x* • xa • fcf- (snmp, £t», SUc 

— ;i/ - • >— • 115 7, is>y)l> • *y 

• T*— h • h=U!/ (RFC 1157, " A Simple 
Network Management Protocol" ) T^KaElc? ttTl^&o 
[0 0 3 3] £R9«fHttH£Rl 0 0 14, tfr&^*-5* 

* 5 0 43<£U^:/*T^— 1 0 a#i^OSNMP5 

[0 0 3 4] SNMPSStH ^n-y>5 0^ 

e»ir^T^— 1 o«c**f *ea*^xi7 b<ovm 
m&te&zf-v-^^—i?* 1 o*sxr-yx>h2 0 ^ 

[0 0 3 5] g«U)fcSNMPB#»4, ^(DZfn b^)l> 

rttcSF«E-r*ffa*^yx^ hiwj^fctt^, gx-fy 

x>h^tgl 3 0XttU-^*-^^X-S?x>MHl)B 

1 4 0 fciifcrrs *©iB**SNMPS*7c 
TftStt^^-y^ 5 0Xte1r:/v*— >> 1 OS* 
tC^-T^o SSl/tSNMP^yyil h5' 

^ ^*a«ftg 1 6 0 K»»rr*. 

[0 0 3 6] ( 2 ) VaiCHMStt 1 1 0 

it^^-^-v 1 O<0*s> ^9-^ LfcSR 
«»3t^r<;H 8 0 &#{KU U-:/"7*-5?* 1 0 
flttitLTfggSnfc I P7 Kl/^CDtJBftftWr 

sjesn&i P7Ki/x» tx-yx>h^gt 

$Rfcj&>*vbS;&:^) fc*tLT* M I B-IIT£«Snfc 
^©fit/'yx^ hSBtft-r'-Sitfe^-SNMPS* 
*J:IXI CMPxn-R*ftje«|«nc*fTU, 
T*£SNM"PJSS45j;tfI CMPxn-j6§4*ftt 
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[0 0 3 7] %.m#)lZ§£ft?2>SNMPm& 
*5«fctfl CMPXn— g3£©#— lO^HR!, *5«fctfS 

it7r-fiH 8 0$#MtT®»-r-5o 
[0 0 3 8] ^W{CU#LfciSm^e.M I B^S©1f 

*ftft*ricU *I#r©M I B^^liSSft^'J+tCfltf? 

1"* JRjfcx-^^-^«a*tEl 2 Ofc* 

U JR*M I Br-^^-^ 17 0 {C^ifrtS-a-S. 
[0 0 3 9] 5 0fc*#LTtt, S3 10 

^ffl© I PTH^i^f- ^7.<hX— >?x>r-© 

SsS*r£&©S-« $S©#it ft flrtB t S . 

[o 040] asfch^y^taawBi 6 oicwit 
[0041] wassa© i p y- F©aiDXttBU 

£bfci*tt. tt^V*— ^5 OfcttbT-tOlSfta 

[0 0 4 2] MIB-IIOSt&tt. 7-;kI7 20 

• -12 13. > h "f >7*^-->a 

> • ^— X • 7*— • *y bU—f - > h ■ 

^ • 7"-C— • • tT— • T-f • kf— • T< • tf— • 
X H • < >$—*vV : IA • ■ tf- • y- 

(RFC 1213, " Management Information Base for Netw 
ork Management of TCP/IP Based internets: MIB-I 

i" ) Tissnxus. 

[0 0 4 3] (3) «*7*-^^-^«a««Bl 2 0 

1 0*»6JR*M I BOttftWriW* ****** 30 

bfc^-a-tt. JR*M I B^-^-X 17 0 Kttttb. 
1t^^-/tl- S?x>h«figl 4 0*^JK*M I B 
tt<Z>a»S$ftAftbfc£#tt. iR*M I BOi$i«fi£ 

-5. 

[0 0 44] (4) ai-?i>h«tl3 0 
il-/i>hilEl3 0H tl-:/V*-5?lr 1 OjW? 

<tZ/+)-y-7^-v-^ 1 0g#*6©MI B-II*5cfctfX 
-5?x>M£»M I Bfc*rr*SNMP»3ftfta««tP 40 

mmi o osauTAau -c-oisjKftaflriHiPflifli i 

o otcm^-ra. 

[0 0 4 5] »*l93£7r-f;H 8 03fl>6»4, 

(SNMPK*fc*SS-r-535»£'5*»©/^X7 — 
H) ftWT*. 

[0 0 4 6] (5) t^7*-ytx-yi> htfuei 

4 0 

Sc^V^-v?^ 5 O^^CO-tr^V*— >?vte3SM I Btd 
»t4SNMPR**a«M«W6l 0 0*6A*U 
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[0 0 4 7] -r&to*. *»WKl*lr»TH"y-y-7*-S? 

* i oa»«**j:t«R»Lfc«aiii«ftai$T*-5?+- 

5 0 \zmm-?2>*Ltt>\Z, ^»JiR*M I BiUTJPMA 
i|K*M I Bta»6j*S-3-yv*-S?+«aM I Bft^S 

[0 0 4 8] SMIMIBII *7>*-?tl0«« 

«$8ftM I Bftbfcfc©T&5. 
[0 0 4 9] UT;i/^-fAi|X*M I Btt. V?-?*—?? 

* 1 0*«|fr&T*— 5?* 5 0 3&*6©#JHB*fcfl!V»'J7 
M'fACfi«HOtl*7 , yii' r-©1#*BftiR*. 

aifcj <*Kfc««©ftiii*, ai) u 5 

OtCttLTJ&g-rSfc&KMI B»*K*»bfct>0-C 
[0 0 5 0] 5?*X— 5>x>h«M6l 4 0 

-^-XtatSfiE 1 2 0 (CM I BftttftK&ftfr^. 

^cD^ftiRftM i b^— rS"<-x 1 7 ofrzmm-r 

[0 0 5 1] UTJI/^f AJR*M I Bcarrs^BBg* 

mmitmm 150 cwutm i Bffl^itg* 

ftffV>. -t©«*ft»#Mt:«IB 1 5 Ofr&ttft-TS. 

[0052] «#u^iajKftafliiHffttiflei 0 

0 tCffiTjT^. 

[0 0 5 3] ft^7 7<;H 8 0 n = a.X 

H) ft#firrs. 

[0 0 5 4] (6) «|jKKb«|(il 5 0 

tyv^-ytX-/i> K^fg 1 4 0*5U7M'f 
AJR*M I B«®5i#»*ftX*bfct#tt, «a®B 
OI- v 5 x> h**Sbfc I P/— FffiMcS-fbTSNM 

jaaftff^. *o«»LfcM 1 Btt*7^*-?ti 

-5*x>MMBl 4 OlcigffTS. 
[0 0 5 5] S^iS^^T^fJH 8 0 SNMP 

^*ft^frB#icy d h 3;n*jfcaaarr*a 5 azf-f « 

ft#JHf*. 

[0 0 5 6] (7) F7^ytIMl6 0 

affittwtfiei 0 o*sa»snfcSNMPh7y^. 
ft. noh5y^apa«sii 6 otrtfiH'>3'7x-x 

ft^liLT^££T©$l|g:te£tf7:/g^-->3 XCffl 

»t-b. sfc, — ffiWMrtica»anfc«»©sNMP 

h 7 y -7* 1 -OW-?-**— yttl h 5 y^i LTi 

«E-&T*-5?1r 5 0 tC*«|-r^„ 
[0 0 5 7] a«^7r-fJH 8 0*^11 it^V^ 
-^+16»h5y^'ft»ff-r*«HBIIBIl*J:^P ha 

;prtKiB3«-r*=i5 3.=.T--f *<fft#wr*. 

[0 0 5 8] SKT. *«W©3fe®SST»*1r^'-7^.-S? 

^&^m i B©na<?tjg. tj-^*— s?ir©*aieH© 



»MIBOl*!im SNMPH^y/ffl^l^H 
[0 0 5 9] ( 1 ) -»^-7^-y^tegSM I B<Z)HgJ% 

[0 0 6 0] &*5. M I B*fg^T-5->>^^^7.. *5 

7—)V • 17 • ->-l 1 5 5, 7. b^ff-Y ■ 
T> K • 7-fT>T-C 74 >r— > • ^-y • V^— 
y > h - -f>7* — ^ — ^3>-7^-— ••T--Y— • >— 
• tf- • 7 -f • tT— • ^-X h* • -f y OF 

C 1155," Structure and Identification of Mana 
gement Information for TCP/IP-based internet 
s" ) , *5<fctf7 — )V • 17 • 1 2 1 2 . 3>-y-f 
X • XA • 7-f • f — • T7-f-->3 >X (RFC 1 2 1 
2, " Consice MIB Definitions" ) lC2S^£ftTI/> 

[0 0 6 1] ' g$WSl-i'i>h2 0ll M 

[0062] •vy-**.—*?* i o «. mmwm<D i p y 

— KgW"=>4#^©M I B-IIOffiS:®#-r-5fe*©SN 
MPg^itfl CMPxn-g^fjt, ^-©iR» 

[0 0 6 3] C©^C9-y-yv^-i?rt£3BM I Btt, Jg 
^JR*MI Bt'JT;^-TAJR*M I BT?^$n-5. 
[0 0 6 4] ^iR^M I Bte, 10^ 

[0 0 6 5] -^-y;U^<D©S^-y>?xi7 h^gij^ti, 
esteffl©i Py— KJMfcfcX»U«tfU &X>K 

x— honewas. i p;u— ^©^gij^^y 

, &&Zfil PDcltp i n g (I CMPID-M 

n*v b) o**B»BWfott*««*»«»sn*. 

[0 0 6 6] KE^V*-:^ 5 0^i=,#Hgg;fc£§fiL 
fctStt. «ft©««a»&fc*x>HJfc, Ox**- 

[0 0 6 7] & s 3—-?)vmvmm*7 s sx.>? bms^ 
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r*. 

[0 0 6 8] ^^7*-i?t 1 OKtt. i^-yS 

[0 0 6 9] U7;P^-f/xJR*MI Btt. tfTV 

1 0^-&T^— i?-v 5 0^e.CD#gig^(cfie 

S«Clf«0)IHI». 101) -T^'iiCioT, gc-&v^- 
10 vir 5 0 t£jEfrr3 i gg1f$g£M I BffcLfcfcCOTfc 
*. 

[0070] z?\ 1 0«. SNMPS*S, 

as^*— 5 oa»ssflrrsi:#fc, *^v*->* 

g#t*fLTSNMP^*Sr^ff U. L 
j&c-g-?^— 5 0 IzmimTZ, *r<Dtztb. f7~ 
20 v*.-^* l 0te«R©SNMPg#£M5U4&3itftB»;: 

[0 0 7 1] i77"7^-i?tKIMI BT<&-55£J8)R* 
MI BOS«E«feBI4~H6k:, 'J7WA«*MI 
B©^^0!)SrS7~0 9 IC, 1r7'7*- S?*t£3g H5f 
yo^ttM&H 1 0 fcift"*-. 

[0 0 7 2] 04 ~0 6 (DfeMWiMM I B 03£««K:fe 
V»Ttt, (1) Wmtt*t<D I (2) try? 

«j 5^ a^fcy-Fft. (3) -9- 

30 P/I P-l'>^7i-7!0iSftt5y-Ht < (4) £ 
TOTCP/I P-O^x— *ji«iM£LTV»Sy-F 

ft. (5) u-i/v^— s?-v©*a*Hrtfc**^— 

ft. (6) U-yv*— 5>*©*g«Hrtfc**SNMP 

**£Lfcy-F», (7) -y-yv^-^^cwattBB 
<z) i p y - f tcn-r 9E. ( 8 ) * s^h© i 

[0 0 7 3] iT^QO'JJM-f AiR*M I B©S 
«{flJlC*5liT«, (1) •t>-y-7^-v'^©^31$Sfflrt© 
40 TCP3^^->3>0-K, (2) TCPn*£->3> 
5rPltSLTUi-5 I (3) smgSumTcpServerl 

pAddressT^SSnTV^y — Ki^ILTUS^- h 
«#. (4) TCP3^i7-> 3 >$iSUTi,i|,iP7 
K (smgSumTcpServerIpAddressTSScFtlT^'5 1> 
©©ti¥©7 Kl^X) . (5) smgSumTcpCIientlpAd 
d r e s sT3E8*nT^« I P / — KtfttJaLT^S 
#-hS#. (6) fflttBOI Py-KTMKSnx 
^*TCPn*5rj'3>flMI<Z>x>MJ. OSIM^i 

50 [00 74] E10O1r^-^tl£I>77 7'©t 
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mmiz&^Tu. (i) z/ZT&wfetiaztitcz.ii&m 
arra^y:/. (3) tih^yyoniw^n 

[0 0 7 5] 01 lte, -*:/T*-3?r 1 0tf£J(IItt« 
iD^UZ^^'l'AfCJK^bfeM I B-IIcDlfa^-^x 
i7h M I B-\\*7 s Jx.!7 htS5) 

M I BO^a^^x* h«K«ai"r* 1 9 

o-cabo. m i B-ua>9m*7i>x.9 b^mmmzm 

\ZU I B-II;*:/57x£ HfcJR*Lifcfc&tf. 

*1 9 OKfl!r>"rtS»MI BOfi*^?i^ h£»Cg 

[0 0 7 6] B12C *lfta#lfcftJ«JRJIIM I B©« 

g^y^x^ h"ea&-& smglpNodeContext ©|*j$2 0 0 
BI^Ct-SK. smglpNodeContext fi. I P7 
HUX2 1 0, *X h£2 2 0, 7.7— * 7,2 3 0. p 
i ngO^§SfK2 4 0. SNMP-y-#- h1f«2 5 

o, ;p-^w^2 6 o lapti^tit^s. 

[0 0 7 7] CffliiCirtStlfcfl^J'ii'hS 20 

n©i- s7x>hxw:i py— h* tc wr -£>1«gc© 

[0 0 7 8] U7M-f AiRSlM I B©fl 

^-^i^x^ smgSumTcpContext <£>ft#3 0 0$ 

^T. HtkcdJ;-5 J-, smgSumTcpContext te, IP7K 
<■€■© 1 ) 3 10, #- <■£© 2) 3 2 0, 

7f-^X (-5-CD2) 3 3 0, IP7KI/^ (^CD2) 30 
3 4 0, h#-S§- (-€-0 2) 3 5 0, X^-^X (-?- 
«2) 3 6 0. 1*— k*X£3 7 0l::J;^T#tfi£anTV> 
-5. 

[0 0 7 9] CWASfcfcJfcSnfcWSa-^x* h* 

57 v 5 0 C<k o T 'J 7;^-1" AlCiR* LT^ 

ffi$gt&lftX~m*k-?Z>Z.i2tf-C£Z>tzib. lOCTCP 

*. 

[0 0 8 0] Sfc, ^«RmMIBtC«, B4<DttJ&* 40 

-2>fe*(cMffl-r-5 , *s^-^*>'xi' h£ (t£8'm aw** 
[0081] am-an/tea^^x? h£&e-&^*- 

0tJ£H2 9 I'^kTo 
[0 0 8 2] (2) -»7v:»-5?*<PlfgtEBg>fefe# 

EI 1 OOsmgCreateSystemTrapte, t7*V^- i^tfl 50 
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7##tt rij T*0, ^&'JX MVariable-binding 
s)tttHl 6(Cd5fcXX©ateHx-^5 0 0<7)gy§ 

[0 0 8 3] 01 OOsmgDeleteSystemTrapta, 1J-7*V 

*-5?**s«Ba»s i py-H«*9ii»anfci*»c5B 

ff-T * it ^ i> * fe38 h 7 y 7*Jfc8 V tz % ©TJb 
*. *3th5y:/##« r 2 J SHfcU*MVar 
iable-bindingsXc^aiEH^— ^5 0 OOtat 

>-r^i7X#^-5 2 0a€*ftrr«. 
[0 0 8 41 B15tt, -y-:/V*— 3>*©ffg«EH*J«fc 

OOfSSStiT*?), Mffl3SaZf^4 0 
0, IKifflrnS j.X7^.£4 1 0. h7y7'^4 2 
0, flM4 3 0. fI7Hl/^14 4 0, h7 
y 7 p 4*HimM4 5 0 £-?n-€WftttT«fMt:»£j«?T 

[0 0 8 5] d©5*>. n 5 i - £400 

tt. SNMP©BMHS**S«bfci:*fcBlE*fT3;l5: 

«e>©*ft;T-a&0, I^V*.— 57*- 1 O^it^V^— 57-f 

[0 0 8 6] U£ffi35arf-f*4i0lt SNMP 

-So 

[0 0 8 7] K^y ^56564 2 0 te. •y-r/'V*— 57* 1 

o z^+i-y-^-i^&si h 5 7^^r^ffi¥© i p 

7^X7*0. h77^*4 2 0 a, 4 2 0 biV^ 
[0 0 8 8] V946BK4 3 014, 5?* 1 0 

[0 0 8 9] f!7 KUX46B4 4 011 WatSB©** 
tt^IPy-K©I P7f^, 35j-t^, 

0, @*O4 4 0a, 4 4 0 biifctMfcttifjeiiTtBfc 
^oT^li. tl/T, &Sa{c:*5^T I P7 FUX*ttB 
»3feT**. 09*. tf, f!7 Kl^X3SB4 4 0 at»2 
00.10.20.1 J&>£ 200.10.20.70 £T 
©I P7 KPX^rJtJtbTI/^diSr^LT^^). 

[0 0 9 0] u©fI7KUXjEl4 4 0O35aZT 
-tJ-^T^— 57 ^ l 0 7&*ffSa&H<&X-S7x> h 
l:Ml/T, SNMPS^$^fT-r*<h#(C^ffl-r-5. 

[0 0 9 1] Sfc, X-57x>h<7)«a*^57xi7 hS: 

l;h77 y«f«IIHHi 4 5 0 CDfilMttaM^M: l 0 
[0 0 9 2] HI 6tt, «ai5BI£«Hitg 1 1 0<D[^gB 
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UROffcfcttBl 5<£>«3ISBIfc4 3 OTfg^bfcffii: 
[0 0 9 3] «»«ti»»ffl3S 3.-^^*5 1 0a^ 

[0 0 9 4] ffi»/g:3 5:x-5V*5 1 Oa{CH®#ffl 

bKttUK6«3 5 3 L-7--r*4 l 0*. «S«£Hi5:5 l 
0ctCte<f33gfflS5c4 3 0*. h 5 y 3/?65te* 5 1 Odi 

9c4 2 0TJiJtb;fc^ifcR*<ktf3e$fc<D I 

6H2 4Ti»0J-r^»o 

[0 0 9 5] H17H SSffiBflg&tttiB 1 1 Oco^-r 

Ut7^6 2 0) , ftn-ffla 0*5^:76 3 
0) , 45J:tK*a«B<OJ8K ttf-^6 4 0) £)JS# 

[0 0 9 6] H18B, *9IGH0ttJXIR£ Wfy^ 

6 0 0) ©*S*3Sb3tt>0"T**. MEbfc»*re£ 
77^H8 O^HBtSaiEHT 1 — y;u5 0 0£>^5£ 

(X5^y:/6 5 0, 6 5 1) £rfr^o 

[0 0 9 7] fi«iT-^l/ 5 0 0 (9X> h U CO I P 

7 KI/X5 2 OblCte. fi7Kl/XJ6ffl4 4 0l:}g^ 
Stlfc I P7Fl/X©5%, ^fiE-T* I P7 Hl^X*:tt 30 

1 0**B«bT^2> I P7Kl/X^Mt§fcJ?) 
tC, gX-yx> h«IIEl 3 0*>SM I B-IICDT bV 
Xfi^lz-^TS^ atNetAddress Ufy^ 
652) n (Xf^^e 5 2) 0 
[0 0 9 8] BtfibJfc atNetAddress ©«tt, ' I P7h* 

f 5 0 0 i:a©x> h U 5 2 0 ^fipftL, *V3 a 
tNetAddress <£> I P7 K l/7^fit^r^-^t^ 
(Xt^T^ 5 3) „ 40 
[0 0 9 9] atNetAddress <D I P7HU7^H 15© 

6 5 4), ^*n^ I P7PI/7i:^UT©*p i n g 

£%fTT3 0*5^:/ 6 5 5). 
[0 10 0] *LT, P i n g <0j£g<BW&«:*iJ5£ b 
Uf^6 5 6) , ****** I P7]*U;*£flF3*E 

H5=— 7>5 0 0CO£C0X>MJ 52O0IP7HUX 

5 2 OblCRjrr*, ifc. JK-g-T*— 5 0A.fl 
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[0 10 1] Jfcfc:, mmm^yy^Jll 8 0£>®S7 H 
44 0*6SRl.P7Hl/7 \zmt Z> 3 S a " 
U >^WH£J:lW-f A<7^ hWUHft-t 

n-fnsitu n^a-f^€5 2 0c, ] j>t/m 

H5 2 0d, *«ktf^>f A<7^M«(B5 2 0e*-tn-e 
TOKTr* (777^6 5 9) . 
[0 10 2] #CtC/etc/hosts 77^fA (0 6 CO I P7 

X 5 2 ObOD*X h£5 2 Of^ia^-T^ Uf 7^6 6 
0) o Xf-n 5 2 0g\Z" Normal" £ig£ 

-T* (X7-y76 6 1). 
[0 10 3] HI 9tt, VattHttEffi (Xf^y6 2 
0) <2«M£*L^fcc^Ta5£> 0 

[0104] mcbfcflpaieHT— o o*#j»u 

Ufy^6 7 0) , I P7 HI/X5 2 Ob3&«K3tSn 
TH*X> h 1 J 5 2 0 S^W-yt§. 

[0 10 5] Z<Dm\Zv i n g#tS£fTP ttfy^6 
72). SRx>hU 5 2 0l:lP7Fl/X5 2 0b*« 
l£5t£nT*5D, iOXf- ^X 5 2 0g#" Critica 
r 6WVC***>«ftb (Xf7/6 7 3). 
&-T I P7 — H^^fbTM I B — 1 1 (sysObjectID, ifNu 
mber, ifType, i fOperStatus. ipForwarding) (DM (01 
1#J»> *St#-rsfc«6SNMPB*t»fr"r* ttf 
7^6 7 4) o 

[0 10 6] fc\Z. SNMPB*<Z)jK«0«-Ji*3pJS-r 
£ U^^y6 7 5) o JS«r***-3fc»&ra\ SIX> 
hU 5 2 OOSNMP^htfSS 2 Ojf snmp" 
*R5£b (Xt77 p 6 7 6) , ^— i^^fr? 
7 7) c 

[0107] jBsa*&*^;fc»&wu s»x>ku 5 2 

OOSNMPU-*— M»«5 2 OiJC nonsnmp" 
b (XT7^6 7 8) , ;U-*-*#-h1**5 2 0k 
\Z" host" (X-r-^^6 7 9)o 

[0 10 8] B2 0MU ^Wft (Xx7^6 7 7) 
<B*B*«bfc*>GTC*S. aMRttLT^-^*^ 
-h«3S5 2 0kt£" host" ^rig^T* (XT7/6 9 
0) . MI B-IIO ipForwarding (DM. (Bl 
£«£b (Xt7^6 9 1) . " 1" (gateway)T*tl 
«Xf7y6 9 2^ " 1" a^OiosDTfemiXxy 
^6 9 8^iiir 0 

[0 10 9] -f >^7x-Xt^lfcMI B —II© i 
fNuraber ©fit^W^b (Xt7^6 9 2) , " 2" £t± 
CO<h^tJXT-^y6 9 3fcJi.*, " 1" ^^«Xt- 
^X 5 2 OgtC" Normal" ftRjer* (Xxty^e 9 
7) . 

[0 110] <>^7i-X^^«LftM I B -II 
<D ifType Ott*^ 24" (sof twareLoopback)J&^cO< 
>^7jc — X*«*»fiFfiEb, ^O-^coX'x-^T.&^b 
fcMIB-IIO ifOperStatus cofil^^rT" 1" (up)T 

»5*«]tr5 (xf7^9 3) o ^ttzmtztn^ 
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«. ;U-^-y-#-Mf^5 2 Okie" router" 

(7x7^6 9 4) , 7.7—9 7s 5 2 OgJC" Normal" 
£^£-T3 Uf?^6 9 5). 
CO 1 1 1] *frfc«&3&lr»»£-tt. Xf-?X5 2 
OgtC" Marginal" £r^-T-5 (7t- y~7°& 9 6). 
[0 1 12] M I B-IICD ipForwarding ©ffijo*" 1" 
J£W(host)T*tt« {77-vZf6$l) . -f>?7i- 
XgStSr^L/tM I B-II© ifNumber CDttSSISL (X 
^-^^6 9 8) . " 2" !H±<DtZl<tX7^>y76 9 9 Id 
jg*. " 1" ©-h^te^x— ^7,5 2 OglC" Normal" 10 
0 2). 

[0 113] 7.7- 9 9TBXf7^6 9 3 -h-HC 

tC" Normal" £i2£L< Wf*^? 0 0), 
£&U*§-&te;*.-x— ^^5 2 Ogle" Marginal" <£RJ6 
T* {77-V-77 0 1). 
[0 114] @2 1H pin g4ag (*x-y !/6 7 

2) Ufct>©-ea&*. 

[0 115] Jf, ^&X>f- U 5 2 0©pi n gCOJfc 
fl9H5 2 Oh** l> 7b Urv^7 1 0) . fftg* 20 
tlfcl P7K1/^P ing^rrb 7^7 1 

1) . -tO**0#«6**B-r* Uf5/^7 12) . 
p i n g t>&»-& {77-^-71 12) . 
X> h 'J 5 2 0 © p i n g ©JtPSW^ 5 2 0hCD^5t 

(77-vZf7 13). pi n g<7)f£:^«fe< ^ofcS^- 
CD^ 5 2 0i©*U7 (Xf2'/7 14) . SNMP 
■y-#-MIMB5 2 OjOflS (Xf;^7 1 5) fcfr 
■5. 

[0 116] SNMPitTp-h-lf^S 2 0j/0<. " nonsn 
mp" fflitHXf-^7 5 2 OgtC" Normal" £Rj£ L 30 

(77-yZf7 16)." snmp" CDt^teXx— 5 2 
Ogle" Marginal" «rS85rr* (77-yZf7 1 7) . 

[0 117] pi ng©j£gra t fc>S>r>fc«'& {77-vZf 
7 12). ^^X> h U 5 2 0(Z)7f-^X5 2 Og 
tC" Critical" £!8:5gL (Xf7^7 18) . ping 
<&^&**©I$H 5 2 OiSrfSigT^) (X 

T7^7 19). 

[0 118] g-S-<Z>8#IB15 2 0i*«#ffib {7s7-y-f7 
19). -JtWrlH) (mtf I9n) 4»ltTl»*tS 
tt (7t-V7*7 2 0) . S»I>HU 5 2 0ti*&A85 40 
2 0a~5 2 0k£8'JKfc Ufy^7 2 1) U 

(Xf-^7 2 2) . 

[0 119] a-S<DB#P B 1S 2 0i#s#&L&t>£#t* 
(Xf7^7 1 9) , 3HEttffl«R£ (7t-v7°7 2 

3) f*. 

[0 12 0] IMI (XT7/6 3 0) O 

[0 12 1] *-f. fISSIr-^5 0 0 CDffilfPffiO 50 
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■3 "6 I P7HU^»S*">>hT*W»5 1 0f~ 5 1 
0k*£MJ7U I>fU 5 2 0©»tJHyn 
(7t-v-77 3 2) . -5-LT. £Kx> HJ 5 2 0CI 

f>h7yy (+1) "T^o 

[0 12 2] "T&fc-fe. smgTotalManagedNodeNumber tt 
(Xf7^7 3 4) . smgTotalCriticalNodeNu 
mber fiT.^— 97 5 2 Ogd*" Critical" (Diig (7t~ 
7^7 3 6) fc'tt. smgTotalMarginalNodeNumber te7 
7—97'b 2 0gd*" Marginal" (7x7^7 3 

7) smgTotal Norma INodeNumberttXx— ^7. 5 2 

0g#" Normal" ©<h# (77-y-?7 3 8) smgTo 
talRouterNodeNumber ^-+r# — Hi & 5 2 0k 

**" router" CO<h£ (Xf77'74 0) fc'fr. smgTota 
ISnmpSupportNodeNumber teS NMPIf/tf— 5 2 
0j#" snmp" Ott (7x7^7 4 2) -ttl-? 

[0 12 3] *fr»£*tt«©li*fclS#«±U&fc* 

it Uf7^7 4 3) . JR*?*— i"*— XWS«IB 1 2 
0 KltSMJMIStMfrr* Ur7^7 4 4) . 
[0 12 4] 12 3lt ^StSH©MSr <7>7-y76 4 

0) ©iSt^S^bfcfcCD-e&S. 

[0 12 5] S-T. m0©'KW*IB!j&>&-j£«p|B!. fl*. 
«3^raigjabfc::i:*5i^LTSl^-r^ (XT7^7 
5 0) . 

[0 12 6] 0 0 t$(5X> h 'J 5 

2 0##fiU 7.7—97 5 2 0g#" Critical" J£tfV 
-C. ^SNMPt*- Mt$8 5 2 0j**" snmp" Tab 
5 I P7 \ : U7iZ-0\,*T<Dfr)U—-7'-?2> Uf7^7 5 

1) . 

[0 12 7] ^tex>hij® I P7H1/X520 

bl£*f LTMfBM I B — I ICO atNetAddress &ffi#-T& 
fc*iCSNMPS**^fft'5 (Xf7^7 5 2) . 

[0 12 8] SNMPg3ftC0Jfc«F#3&^fc«-&tt Uf 
7^7 5 2) , £©X> MJ 5 2 0 7&*£ft-f £fS. #0 
P7Kl/XCO|&fc*Wl'-^ , L (77-vZf7 5 
4) . H*rffl8£fT"5 Ut7^7B5) . 

[0 12 9] SNMPgJft©ffiS#tea>c> (X 
77^7 5 2) . 77—975 2 OgSXttfS&ti' C 
ritical" SRJTr* Wfy^7 5 6) . 

[0 13 0] i2 4H MSrMS (Xf7^7 5 5)© 

[0 13 1] S-T. ^;U5 0 0COI P7H 

1/7 5 2 ObCffttLftVi I P7 H^TfeO . tfo* 
flfcttJE^r-OH 8 0Ofl7Hl'7iB4 4 0C$* 
*L***£-5a«W£L (Xf77'7fi0) . *f|sifeitfc-r 

[0 13 2] T&fr^. a©l>MJ 5 2 OfcSK I P 
7FU*St»£L- (7x7^7 6 1) . 5? + 

5 oKauwueafc i py-K&iiJpLfcdt^aai 
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7 6 2) . 

[0 13 3] ^±©J;-5^31^fT-5c:i(c±oT, 

1 OteWg^BK^** I P/-K&£$i] 

ibt** n-/i<. #ft-r-5 1 p y — k 

[0134] (3) if^-^t^SItfeSNMP 

afliiifPHiflei o ott. m-s^z—i?*? so*i^ 

7^tl OClMiil 5 0A^SNMPg* 10 
£. SfcX- vi> h 2 0 *t S NMP h 7 

[0 13 5] 5?*X— S^x>h««l 4 0 

\t, mmmmmmi o o*^A^nftsNMPs*& 
->"?-x*s«iibi 2 o xte^teisfi i s o»c+j^ 

[0 13 6] gl-vi> Hi 1 3 0 i^7^-y 
tX-yi> hfiiftgl 4 0 © 2 -pCDX— v>x > h{gfig£ 
f2tt-£>£&SlEl3<*:bTtt. S^-v 5 O^CCOS 20 

NMP^Jjctm^^igl 5 0#><=>GDSNMP^Jc£M 

mzmm-rz&mtf&ztztbT'&z. -rut>^>. snm 

PS^*M?<J{c«ia-rs^tJcJ:0. 
Oj&^-y-^V^— -^-^ 1 OCDUT^^-TAiR^M I BtC 
»LTSNMPS^§flLfc«^ ^-©i£ftT*#<Hfc 

tMii 5 o timmmmmm 1 o o^ifitrsx-yi 

>hiil 3 OtCSNMPgjfcSrfgfrU -^©i& 
— 5?* 5 0»CSNMP^SrjI-rit*^Ite{C-r-5o 

[0137] @2 5H, mmmwmmi o oro^s^-^" 30 
-^r* (^^770) . sflrrs^-^ttt, it 

5 1 0©£*?Mfc;« 

5 0A^OSNMPS*, gl— >*i>M3 0*5 
v?^x— >*x>h«figi 4 o*^osn 
MPj£§, X-yi>h^f,©SNMPh7y7'#ib?> 

7 1). 

[0 13 8] SNMPK**gfflbfci^tt, S 40 

4S3IMI BOiflW^-yvx— >*x>Mil 
4 0lcaftjT^> (XfyT'7 7 3) o LjfcU Iry^* 
-/ttlMI BT?fcHi#ttex-5>x>h«ttl 3 
OKfflfcrr-5 (7f"^7 7 4) . 

[0 13 9] -7j. SNMP*Sg£gff UfcS^tt, HE 
5 0 {CfcgSrilT Uf«>^7 7 5) . 

[0 14 0] SNMPh5y^SSiLfci* 50 
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tt. 6 OtcattT* Ufy^7 

6) . 

[0 14 1] E2 6H D-^-yti-yx/hi 
flgl 4 OCflt^yi? hKJ:SSD#tt#tt«Dt»& 

[0 14 2] -*:/V*-5>1rX-S>x>MMfel 

7 8 0). 

[0143] s^-^ictt, amftumiflei o o 

*6©SNMPS*. iRft^-^^— XWSiatgl 2 0 
«£tf*gHkttflgl 5 0#>£,©M I Bm<Dt6Skl&&1fi&> 
SOT. H©3-6V»mT**^**iJ»f-r* ^"rVf 
7 8 1). 

[0 14 4] SNMPg*SSiLfe«^lt MIB® 

■Sri^WJtt"* (7x7^7 8 2) . 3 = a-f^© 
?t§2tt, SNMPI^cyn h3JK*3l;$53Sarf 

[0 14 5] MlBT-^-y ^7 8 2 ©¥U5£-£#££i»fc-f 
£€tt, ^■^•U—i^aXDm^n^ (7x7^78 

3) . 

[0 14 6] ^ly— ■ >a>^g e t -n e x t©£# 
tt, JBJtanfc^OWB^^x^hWBiJ^^Jft. S 
**nfcfi*7'S?i^ HfiES'J^fr^. Ux77"7 8 

4) . J^$9JR&M I Bd*'J T)V&*( AJRSIM I B 
#>©*iJ££fT^ Uf"^7 8 5), ^iR*M I B© 
£*ttJR*5*— xratMBl 2 OtoMaiL (X? 
7^7 8 6) . 'J 7M< A*«M I B©t#fJ*»Mt 
GSftgl'Sfcrra (7f»;^7 8 7) . 

[0 14 7] MEXx7 7"7 8 2©«3t*fr**tfc*ft 

v»t*»4. amtHfliMtti o 0Kx5-***aT c* 

7-yZf7 8 8) . 
[0 14 8] *MyS**gflrix&*£tt» SNM 

P*«F*«UtT Ufy/7 8 9), atlMWftttl 0 
OCj&ffrs (Xx7^7 9 0) . 
[0149] (4) taiT-M-XWifl2 0l: 

BtojMtBcfi*7 , yi y- h *i&AT**atfc-3ir» 

[0 15 0] JCHfc^-^-XtfSttMBl 2 Ott. <£W. 
KHEttttttl 1 0*»6jgJBJR*MI B£«tfi£-f3<I* 
©flMt*A*U *^U£«i*"r*£2:*>K«i*MI B 

-r-^-T. i 7 o Kt&jfo'rr&o 

[0 15 1] El 2 7tejRT«fc3 

(C. smglpNodelndex 8 1 Oi, smglpNodeContextWF'g 
§ 2 0 0 IP7HI/7210, *X h£ 2 2 0 , 

Xx-^72 3 0, p i ngOJ5fRlK2 4 0. SNM 
p-y-#-M»«2 5 0. Jl>—*fl|« 26 (>*«**. 
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[0152] -r&*3-£. w.MT-p^-z.'gmffim i 2 

S«H&ttttfiBl 10*6 1 P/-KS»Jtr<Mr-« 
SgT&SsmglpNodelndex 810i, S?:E©fg£L;t0!l 
*tfX7"-;?X 2 3 Ofc*tt£A73T5;i<h{C«fcO, IR* 

r-^^-xfiiii 2 0 &*ai6HE*BttiB 1 1 0 

10 

[0 15 3] D-yT^-yt 1 0 <?>&M<D 

1 p/-Ha«iMHisnfc»&tt. wsseHigmati 1 1 

0*6 smglpNodelndex 8 1 0©fJ^S^SA^b, JR 

m^-pt-xwmmmi 2 ots^^^s 0 o£" & 

0" fcb" CI t Ic J; 0 1f SISSIS© I P 

[0 15 4] ©Sg&ffll£«®ffi 1 1 0*»6«JBlR 

*M I B£ttj£T«fl*®1ffff®#flBff$eSftlxfctt 

Wte+— 1f*g-T?£>£smgIpNodeIndex 810iS 

— 1 0j&i#§gB!jl>fc*§-&K: : fc, 02 7 fCTK-fsmglpN 
odelndex 8 1 0 t I P7^l/72 1 0 ©atJfcWfil*. 

[0155] i&gk^-it^-x^mmm 1 2 o«. ahc 

fi* ©til $6£JR3fiM I B t 1 — 17 0 

*. 

[0156] VL^-z^-^mmm 12011 

B Ufc£*tt.' aflNMfPfMBl 0 0, 30 

I Btt<Z>tt»ff*££flrr«. 

[0 15 7] iR*^-^^-7. *2ttttl 2 0H. 

jr*m 1 B$mtitrr*a*<ommfrttmQimM 1 bm 

14 0, iiffifftlP^HEl 0 0*«*LTtt£-V*~:?* 

5 0 tciurr*. 

[0 15 8] ££T% Jt»Mx3lM I Bm<DmiLTt\t. 
02 7l:/Tti'5lC, 1 ^©I-yi>FSfc IP/ — 
K«tt*J:tfIP«I*wl/fcIP7Hl/72 10, * 40 
7h«2 20, Xf-^72 3 0, p i ng©)5TO1 

2 4 0, SNMPtJ-#-h1f$82 5 0, ;|/— £rffi«26 
0(D&mn&. nOfl^yyii? hT^-SsmglpNod 
eContext 2 0 0 £££#-5 d 

[0 15 9] 02 8te. W.My"-5"<.-7> 1 gWmm 1 2 
0<S«jf£©<SB&£^L£: ! b©T'£>£. 
[0 16 0] iR«x-^^-X«a«l^l 2 Ott, 

[0 16 1] (Xr-yT'S 2 1) Kite, 

*^-ytI-xi>Fitl 4 0£>&<Z>£*JiRil 50 
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MI B0&«K$. WSIgfflKSttS^ 1 1 Oz»&<Z>ttM 

Ufy^8 2 1). 

[0 1 6 2] ?t#S*S:§ftLfe<i^-, get-nex 
t*^U-S/3>©W3g*ffVi Ufy/'8 2 2) , g 
e t-nex t ^3 >T?*-5»£tt»JE3nfc 

*OOfyi'7 (smglpNodelndex 8 10) 

U^y^8 2 3). 

[0 16 3] *©Xfy/'8 2 4TI1 -f >xy 
#ft$H 2 7 «D7 7^ 8 0 0 tftffi UTflJEtS. 

[0 16 4] -f >ry*^««#ftr5»*. X^yZf8 
2 5Tlt JS^-r-5SS8JR*M I Bfii^^-r-So -f& 

smglpNodeContext 2 0 0 $rg*$nfc<t#«Sa 
ST*ff ^. 014 tCTRLfc^fflJR^M I BT&SJKff- 

[0 16 5] t77$-i?tl- S?i> h*8Hg 

1 4 OlCM I B«***-r* (Xfy^8 2 6) . 

httlg 1 4 0 Kl7-J(«*St 0*5^:/ 8 2 7) . 

[0166] **MB**a«bfc»^-» wateHsauk 

til 0*>6£JQJR*M I B£#tf£-r-5mF£*-ft?gT- 
smglpNodelndex 8 10 <hJE#r"?"'5smgIpNodeContex 

t©rt#2 0 0 ££A7JU Buie^-««tc<t»3te^-r 

£ I Py-H^fim /^U iCffij^LTH-Ssmgl 
P NodeContexttDrt^2 0 0 £H#rr-5 (Xfy/8 2 
8) . 

[0 16 7] 1ty'?^-yt 1 0 CDf lilA^ttt© 
I Py-h'©iiJ)0Xtt^J^^ff 5»&tt. @2 7ffl7 7 
y*8 0 0*-WHfn" £0" Xte" fcL" fcSfi « 
» t*. 

[0168] iR*M I B^-^^-X 1 7 0 & 

MSfTS (Xry7"8 2 9) . 

[0 16 9] 01 4fc*Lfc. JRiftMI B-?&&£fH£ 
S^iSLfcf lt7"-yii? KCWUTIl #»Mffie 
fT*.&^fc». **6fcM I BfiSSrMffT*. 

[0 17 0] #B8g#£g«bfcl§-&, VaiGHfifitil 

Iff^T^-SsmglpNodelndex 8 1 0 ismglpNodeContext 
Ufy^8 3 0) . 0 1 4fc*Lfcj£JH**M I BT 

7>«*a*fftoJftv»fc*. *»EicM 1 B<ii&^«-r-5o 
[0171] ( 5 ) auaft:«tB 1 5 0 tc^tt^iRm • m 

illKMCflME 15 0H MitfiTB 3 0 »c*T<k ^TCP 
nWS'a^ftint, fHMOIP/-F 
ffl<DTCP3*i7->3 > 1 0 0 0*5«ktXl : a8eH<DI P 
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j - h tmrnm mtio ipy-Him©TCP3W->3 
>i o i o**«o#*4-r*. »a«H^<z> i p/- 

HB^T CP3*^->3>1020 LftK -D 

CD I P/-KT&9, i^-C-O IP/ — H^X-yi> 
h 2 0S«8LW«TCPD*?->3 >fcO^T*tt 

[0172] S3 ih mmmmi s oai«i«eB<B 

X— >*x>ha>SiR*T*M I B -11(7) tcpConnState 

[0 1 7 3] 03 2 H tJ-yv*-^^ 1 OCDU 7;U* 
-f A«iM I BtfftO, «S-&7*-yt50*5MIB 
fi£K#3tt£ smgSumTcpContext cd-< £M 
I B«<D'»S£5Sb&fc<Zrz?*S. 

[0 17 4] 0 3 3H 031t03 2<Dffi<D$£mZ'D 

^tsbw^o as-a-v*— 5 o.*^6B**tifc s 

mgSumTcpContext (O-Of 7^X0) I P7 Hl^X {^<D 
1) 3 10, (*CD 1 ) 3 2 0, I P 7 K 1/ 

X (*<D2) 3 3 0. (^C02) 3 4 0^ 

W-?niP7Fl/X (t©l) 3 10*>SBtf»Utc 
pConnState 1 1 0 0 <ZM >5 S ^ ^ X CD P— I P 
7FI/X1120, P-M©TCP#-M13 0, 
Ut-KOIPTFWIUO, U^-h^TCP^ 
-Ml 5 0tLT*IT5. 

[0 17 5] tcpConnState coffi 1 16011 smg 

SumTcpContext OXr-^X (^co 1 ) 3 3 0 VzfSM'T 

[0 17 6] HfilfcLT. tcpConnState 1 1 1 0 <ZM 
>r 7 U ^ I P7 H 1 1 2 0 , "J*— 

h^TCP^-h 1 1 3 0, D-M0IP7H1/X1 
14 0. C P#- H 1 5 0 i UTttfflt , 

-So tcpConnState (DfiS 1 1 7 0H smgSumTcpCo 

ntext (Z)^f-^X (^0D2) 3 6 0 IzmfeTZ. 

[0 17 7] sffigSumTcpContextc^+h— hfx€ 3 7 OH 
/etc/services ? 7-Y ;i/£#HBU #— h#-^ {^<D 
1 ) 3 2 0,X«#-h#^ (*<0 2) 3 5 0l:»*L 

[0 17 8] H3 4H 03 2 KSbfc-f >T7^X<D 

5 0 0OI>hU 5 2 0 COHi#<hP«&}#Oo 
[0 17 9] I P7F 1/7 1) 3 1 0 fcH X> 

HU©jfe«^6«»iCI P7FI/75 2 Ob^afc-K. S 
Ac, *-FS^ (*<&1) 3 2 0*il)t#-h#f (-t 
CD 2) 3 5 0ICH h#^(0/h$^«^6J(B#Kafe 
*5fc, IP7KI/X (-tfit)2) 3 4 0CH IP 
7F1/7 (*<0 1) 3 1 0O^CDX> HJ CD I P7 Kl/ 

^ 5 2 ob*>&«»Kafctf, «an*a«HncDi.P7 
[oi8o]H35n mmitmmi s oo^-omm 
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-y-rs uf^yi 200). 

[0 18 1] ^7*-ytx-yx>hi«i 4 0^ 

£*&M I B Ufct*fcftfPSW*&L 
Wfy^l2 0 1) , S-T, *^U-5>3>ft«3eL 
Ufy^l 2 0 2) , get^l/-y3>Otftt 
getli (7fy^l 2 0 3) *©ffi©«^ttg 
e t - n e x t #L3£rx<5 Ufy^l 2 0 4) , 
[0 18 2] ^tCX^— WtSfrU Ufy^l 2 0 

5) , x9-ftLot#ttwaabfc-9— ex*<D»» 

10 Ut7^1 2 0 6) fect^STS smgSumTcpContex 
t Oft«SaST* (Xt7^1 2 0 7) o 

T^-v-^x-^x>h«^i 4 ofce*jK**iK-r 

Uf7^1 2 0 8) . 

[0 18 3] X9 — *D0)£SH "It^-ytX- 
$J:c>h«i6l 4 0fcX5-***jg"r Ut77 p 12 
0 9) o 

[0184J.B36H getffll Ut7^120 
3) CD«g£^bfcfcCD7:<&9, ^fi3 3 Id^bfc-f 
>^V?7s<Dftffi&n^ Uf7^1 2 5 0) , WifS 
20 HK*S*lS I P7h>7^t*5M^ Ut7^1 

252) ~tz>rz#>\z<gm&m7—7)\'5 o o £#jjrr£ 

Uf7^1 2 5 1). 

[0185] IP7F1/X (^<D 1 ) W-*3f&Hfc<§- 
'SnstSU IP7F1/7 «■©!) K^bTCD^g 
e t RfTSr^ffr* (Xt7^1 2 5 3, 1 2 5 4). 

[0 18 6] B*l:, IP7FI/X (^02) fc^tfl 
teHt3^^n^i:^H IP7FI/7 (f0 2) tc#b 
T©*get»ff**frn (777^1 2 5 5, 1 2 
5 6) o 

30 [0187] b*>u m%<D i P7 puxtimmmmiz 

g e tRfr£^frb (Xry^l 2 5 7, 1 2 5 8), 
X7-OS:U©iSfcnt I P7 Hl/X (-to 2) tc#b 
Tg e t 5gfT$r*fT-r^ (7x7^12 5.9, 126 
0, 1 2 6 1) o 

[0188] mj5<D i P7K u***«iieHfc:*snfc 

^<h#H — Srigf (7x7^1 2 6 2) . 

[0189] 03 7H 036 T*ff T * g e t Wrt<D 
WLW £^ b *> <D"C & * o 
40 [0 19 0] 3Hl*fi<M I B-II©ffl£Btf*-r*fc» 
\Z. ««(6H^— rTVl'S 0 0£#BBU SKIP7KI/ 
707f-?7 5 2 0g**~ Marginal" Xtf Normal" 
T*D, aoSNMPU-#-hf*5 2 0jr snrap" 
(7x77^1 2 7 0). 

[0 19 1] *frft«fc-T£*H 03 3fc«bfc«S 
4-^vxi7 h«*J^<D«*tfT^ (Xry? 1 2 7 
1) , g e t e#«:58fT"r* (7x77^1 2 7 2). 

[0 19 2] jfcfc, ge tR*0*«F©*»<DtUS45j: 
UCX^ — <Z)*I^ (7x7^ 1 2 7 3, 1 2 7 4) 

50 ^ ftfrft«fc-rt*»4ift»te*siir (7xy^i 2 
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7 5) 



[0 19 3] 2 7 0, 2 7 3 43«fc 

^f-^l 2 7 40*#*ifcS&Hitll. 17- 
£jg-T Wf?^l 2 7 8, 1 2 7 7, 1 2 7 6) „ 

[019 4] i3 8ll get-nex t fl&g (Xry 
^1 2 0 4) ©#Eg£^bfct>©-Ca&£. 

[0 195] *r, <>5*y**Jra©W*lSW«L 

(7X7^1 2 8 0), #fc-r^t^«X^^^l 2 5 
0 t|WI«|{r-l'>xy^XS-^-r^ 2 8 

1) . 

[0 19 6] -f >xy**JWtJ&S*tTV»fcV*i:*tt, 

tti&£fT'r« Ur^/l 2 8 2). 

[0 19 7] jfcfc. «fa^Hfc#«E-rs I P7H^i> 
W^-r-SfcidJC. 0 3 6 ©X 5^:7*1 2 5 2t|^«iCD.*lJ 
fe&fto Uff^l 2 8 4). 

[0 19 8] JlCD*lMIC*3V^T. IP7HI/7 (-£-© 

i) «wa«eBfc^*n*t*tt, ipthw (■* 

© 1) Kj9l/Tffl*g e t - n e x t fgff {Xf-y'fl 
2 8 5, 1 2 8 6) 6^fr-r«. 
[0 19 9] (SUifC. (-€-©2) 
&mtZ<£i£nzt%te. IP7HU7 (^©2) JC^fb 
T©#-g e t - n e x t fgff &mfr?Z> Ur^^l 2 
8 7, 1 2 8 8). 

[0 2 0 0] M*© I P7 Kl'XjWSaHeHlC^iittS 
<»:#«, tf IP7K1/X (-^©1) CJJLTget- 
n e x tmft&mfrV (Xfy^l 2 8 9, 1 2 9 
0) , x^-C&^Ottfc'ltn^xgXOft^l 4 
UXizMVXg e t - n e x t $£ft&mfrT2> (Xy^y 
^1 2 9 1, 1292, 129 3). 

[0201] ffi-zco i P7H uxammmmiz^^nn 

<^<h£te, 17-SEt Uf7^1 2 9 4). 

[0 2 0 2] 13 9IJ. ^^•yi'XllliCDSS^ 
bfcfc©T£>3. 

[0 2 0 3] *t^$nfc-f >^<yi7X©W«i©#iJ 

££fr</> (7f7^1 3 0 0) . ?¥«EU&:V»£*tt$teW 

©-r fz&izigm&m^— zf)vs o o 

Of»X>hiJA^«#CMt, X^— ^X 5 2 Og 
ifl" Marginal" Xli" Normal" TSO, AOSNMPir 

r-fliar snip" I P7H VX 5 2 0b£, 

frbUI P7HUX 3 10fct4 

13 0 1). 

[0 2 0 4] (■*© 1) 3 3 0 fctt" 

0" £, IP7HI/X (-to 2) 3 4 0 iZit" 0.0. 
0.0" £, #-h## (f©2) 3 5 0tC«" 0" 

[0 2 0 5] L^L. 3 0 0 iZ&^T-f >x 

5/^X7!>i#ft-r-5t^{i, >T7^S 
JfcJ&Sfca&lcffHeHT— ^JI/5 0 6eJH#&ttftU 
03 4tc*Ufc-f >7*y^X©«Sfcfif-Vi. IP7K1/ 
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X «■© 1)310 IP7KW52 ObT& 

D, *OXf-^X5 2 0g*«" Marginal" XtS" No 
rma 1" ioSNMP^-SfSr sn 

mp" I PT K UX 5 2 0b£, tfb^I P7F 

(fOl)' 3 1 0iT4 (Xf7^1 3 0 5). 
[0 2 0 6] 04 0«. 0 3 8THfT-r-5g e t - n e 
x t58fr©«g*jSb;fc>b©Ta&-5. 

[0207] *?\ #»^&<m i B-uomzmm-rz 

tztblz. WSI6Ht—:/;I>5 0 0€#MU £ttl P7 

10 K l/X©7.^— ?X 5 2 0g*«" Marginal" Xit" Norma 
1" ^SNMP*#-HlMI5 2 0|*f snm 

p" T***»feWjrra Ufy^l 3 10). 

[0 2 0 8] *fr**&-J-£#tt, 0 3 3KL*b3tWS 
*-J*Jx.!t hMHB"J^O*Jft*ffV» C^T-y^l 3 1 
1) , get-nex t®:££fgfTT£ (XfyT'l 3 
1 2) . 

[0 2 0 9] ifcfc. SliSfCflt^yx^ hWM*- 
■ StfJ^L (Xy^yfl 3 13), tcpConnState 
t*tt I P/— Km©TCP3*irv'g>-r**J&>*yjfe 
20 -T-5 U^y^"l 3 14). 

[0 2 10] I P7- Hr B 1©TCP3^i7-> 3 >TS>^> 
<h^«m#^ms-igb Uf5»^l 3 15), i py- 
^©TCPn^v'a >T?^:Vii:#ttg e t - n e x 

t %n&mmnftT2> Uf^^i s 1 6) . 

[0 2 11] X^yT'l 3 1 3fC*3UT tcpConnState 

x-y^X©#M©*iJ€«rfTVi Ufyyi 3 17, 13 
18), #ft-T«)i#«g e t - n e x t«fr&*£fTb 

Ufyyi 3 19), #£L£:(r>£:£i;3:x? — 
30 (Xryyi 3 2 0). 

[0 2 12] Xr^^l 3 1 0©*fr**»fcSfcH£# 
«, XX7/1 3 1 lfrt>X=TV7°\ 3 2 OifBlfil©^ 

[0213] ( 6 ) Yyy -fmmimm 1 6 0 \Z fettS S 
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nmp h^y^oaiw^as 

01 0 ©smglntermediaryTrapte, SNMPh7 7^* ? 

bit=fc©TfcO, &3S h 7 y T3j T*S. 

[0 2 14] Sfc. 01 STRWbfc**R3e7 7"f Jl/ 

1 8 0©Bt^ffiZi5iZi7 L ^«4 0 0«, +r:7*V*-i? 

fc&fflTS. h77 y*3S$fe4 2 Ote. if^T*-^* l 
O^-tr^-T^-v^iS® h 5 v Ztt^Ol P 

7HI/XT*D, *g&Jtjre^-5. ^77 7it>fMRIHf4 
5 0te, If ^T^— -/^©WSi6fflT*-5X-v?x> h 

2 0^£§{f bfcSNMP h 5 y:/£§;L SPLITS 
0. d©R3t::SNMP h 7 y :7°£§{IL£: :!§-&«, 
©Hf^V*-i;^J£?ih7-yyiC*i86. tt^T^-i? 

tsocftrs. 
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[0215] H4in i oifl^mmm 

©X-yx>F2 0*58ILftSNMP h77^*6 

[0 2 16] -y-^^-y^lSah^y^TfcSsaglnt 
ermediaryTrapcDJ^S; 1 4 0 Oli, hyy'f^y^l 4 
1 0 tVari able-bindings 1 4 2 0 tfc«t 0*gJ5£rf fto 

[0 2 17] 4 1 0 ^enterprise 1 

4 11, agent-addr 14 12, generic-trap 141 
3, specific-trap 14 14, time-stamp 1415^ 
6*JBKU -tftiftU D-^^- 5** 1 Oc^sysObjectl 
D, i^y-T^— 1 0 I P7F r 6 J , 

T3J , U-y7^-y> 1 OCDsysUpTime^fBai-r^c 

[0 2 1 8] Variable-bindings 1 4 2 0{Cte, §{fl 

[0 2 19] H4 2H SNMPh7 7^5t^ 

fto 

[0 2 2 0] smglntermediaryTrapCDJ^S; 1 4 0 OOVar 
iable-bindings 1 4 2 0 H ±td, smglpNodelndex 1 
4 3 0, smgEnterpr ise 14 3 1, smgAgentAddr 1 4 

3 2, smgGenericTrap 1 4 3 3, smgSpec i f icTrap 1 

4 3 4, VarBindList 1 4 3 5*6iJ*T5. 

[0 2 2 1] smglpNodelndex 143 OJCte, SNMP 
h^y^**fTb& I P7 Fl^Tfa&ftagent-addr 1 

4 6 2iCK^-r^WSteH^-^;i/5 OO0<>T7^ 
X#^5 2 OaSBMSTft. 

[0 2 2 2] smgEnterpr ise 14 3 1, smgAgentAddr 
1 4 3 2, smgGenericTrap 1 4 3 3, smgSpeci f icTrap 

i 4 3 4«ctt, ^-n^n, ^m&m<Dx.-z/jL> h 2 

0^f)§f|L^:SNMP H^y ^enterprise 146 
1, agent-addr 1 4 6 2, generic-trap 1 4 6 3, sp 
ecific-trap 1 4 6 4 £fBM!Tfto 

[0 2 2 3] VarBindList 1 4 3 5 (Cte, 3«L&SN 
MP h 5 u/^OVar iable-bindings 1 4 7 0 £EyrT 

[0 2 2 4] H4 3H SNMPh5 7^l|iJ»*ffi© 
«K**l/jfct>tfrC*ft. 

[0225] ai*«Bt^ t-t;h 8 os#jbl 

(Xr^yi 5 0 0), 3»7R*6ffit5iT^-y 
Ut7^1 5 0 1) -r^o 

[0 2 2 6] SJctd, /tu/^r©*«*ff^^ (Xf^^l 

5 0 2), h5!y^*««BI»4 5 0 (Ml 5#Rg) CDPfl 
7tHtJl/-^l Uf7^1 5 0 3) , SNMPh77^ 
SrSfTTft Ut7^1 5 0 4). 

[0 2 2 7] SflbfeSNMP h5y^, Ity^*- 

fcfetC, fI®if-^5 0 0^e)IP7Kl/7 5 2 
Obi-f >fy^X 5 2 0a£#8Ttft (Xt-v^ISO 
5) . 
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[0 2 2 8] gfSUfcSNMP h y y 71fiV7-**- s J 
tfI®iM-yx>h 2 0 J&*38ffL&feCDTS*» 
£\ ;^7rM>7'^X5 2 0a£§ffiL£SNM 
Ph7 7^*»lrr* Ufy^l 5 0 6, 1 5 0 
7) . 

[0 2 2 9] Z<DrtyyT<Dfo&frt>VZf-?*-->>*m 
3lh?y^Se4T (Xf7yi 5 0 8), 8c-&V*- 

f^yi 5 0 9) . ;ty7r**ftts (xf 

10 7^1510) , 

[0 2 3 0] *»WC0KfiBT*-6*^V*-s;^ 
lOClMUKO^TldBLfc^ **««^«tntf, 
^V^— » 5 0^bfy7^-y> 1 0OSS5SM I B 
7?**3e»M5l«MI B45±t*U7;^<AJR»MI B £: 

[0 2 3 1] ( 1 ) ^ffiiR*M I B S#JHf ft«^ 
-y-y-T^-v^ 1 O^it^T^-^^^S^HcD I py 
— FlCttbTJESflfcHCp i n g (ICMPxa-M/1 
iryh) *cttfSNMP8*;^y fS55ffl/, ^(Dfo 
20 SJB*€:-9-^T*— >?-vffi3iM I BO— OT*S3t»iK 
*MI BiLTfttfTftCifcJ:?), "ar&T*-^* 5 
0*6©SNMP #fcflJJKfc«flF"r ft C t 

[0 2 3 2] £ffltt&M I Btt, ^T^-ytfie 
|©IP/-HOtttt H>f'^X, IP7FW, 
^Xh4, I Pttig, p ing^SWl SNMPH 
g!7 5 0\ IP;K^87 7^) £1 (flt^yx 

30 hBISiJ^SricoTV^ftO-C tt^*-^ 

T^-v^ 1 0<7)^»|iR*M I B*#R|-rft d^lCi: 

SST#ft. 

[0 2 3 3] £<btc, Se^T*->^ 5 Otf^- 

s** i h&*. jzm&mM i Bomm 

fc»«^«^S*ft £ 
[0 2 3 4] (2) >J7M<^iR«M I B£#{&Tft 

40 m^^-— -» 5 o^ero-y-^'v^— y-v 1 O'voo'jt 
^v^-v^ 5 o iciim-r.sfc*. 4>&vixb (cp 

[0 2 3 5] •tf^-ytfiJSI<!9TCP3 
*£->3 >flWfcy 7JI/^-f AttifcM I BiLTfSt 

50 0©fItiOh77^y^OilUI 
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5 0 tti-^^-v'-v 1 Ora^WS/l^ry 
[0 2 3 6] 2ZIZ. tJ-7*-7^.-v'^4£5lh7->7 p *^ 

[0 2 3 7] &*5, 02<D|^Sra^0IC*5ViT^ X- 

v^di. *&m\zznizm7g.ztiz>'b witter. 

[0 2 3 8] 

14, X— yi>hW^-y>^, fcitf-y-^V* 

— v 7 ^- tSjfra 2^-vFb1<7>3{b IT'n h DVb. LT S N 

[0 2 3 9] <K-&V^->'^^e.#R8g*(C*f 
L. ffiSCD^SiJ^-ceSLTI/^S-X-v7jc>hd^W 

^-rs^t^Tts. 30 

[0 2 4 0] Hfc-g-T*— >**<IS©*y K^-i'f 

[0241] sec. •Jy;p^-i'^ics : g^-^'> ? jii7 h 

[0 2 4 2] tyv^-ytfiitBOTCP3 40 

V^-vt 1 0©flfilfflh77^ y{7<Dn^ I P/ 

- k *5 j; tra— fx 5 & & n 
[01] tt£v*-s>ir. -y-^v*--;^. x-v>x> 

^-TS'T.^AfifJifcSTJ&'S. 

[0 2] ii©^n-v't- X- 50 



[0 3] ^^©sggTfe^-y-^^-^-^cD^iaB^fig 

[04] ■y-^'V^->'^S£5SM I BT?$><5£$JK*M I 

Bco^fcl (^coi) £^T^BJ10-e&3. 

[0 5] -y-^v^-i/rtSSM I B-C$>Z>feMW.mM I 
BOJtgsfcl (f©2) £5STiHBJ0T&-5„ 

[0 6] -y-^T^-v^tesiM I b-c&s^ibjk^m I 
Bommm (^-©3) tw-rttWHTas. 

[07] -y-^V^— »JS3IM I BTa&-5'J7;l/^-rA 

jr*mibo^«9J (-e©i) £smB9!0-e&.5. 

[08] ■y-^V^.-vJ^JSSSM I BTab-SU7^-f A 

[0 9] -y-y-^-v'i'fe^M i BTabsuy^^-fA 

JR«M I BOJ&gfll (-^©3) Sr^TUi^0T^S. 

[010] ■y-^^-v'^issih^yyw^fisi^-r 

[011] MI B -IlTft^-y-yv^.— 57^1£3iM I B^. 
titSfl^yyii' H©*f*S*£^-f0T&3. 

[012] -y-^T^— v'-^lESSM I B-ra&^smglpNodeC 
on t ex t <D F*i ® IB 910 T $> £ . 

[013] -y-^V^.— 5?^l£3iM I BTa&-5smgSumTcpC 
on t ex t ©rt^ S:^-r^BJ0Ta& -S. 

[014] mm-?z>izmiRmM i B®jt»iss«^-rHT 

[015] m&m&y )v<DM&7jk-?%iw®-v&z>, 
[0i6] waigfflx-> r ;i/©i*i^j*^-ri»^0T-fe 

[0i7] wmmm<D^m^& (*-f» <z>«bspad 

0"C*^>. 

[018] i g3g&ffl<DW#3^£W«[fJ&PAD0-r;&-5„ 

[019] «fS$6B8©^«©«lB&PAD0T**«.o 

[02 0] )V— ^*iMCD«tl}&PAD0-r*S. 

[02 1] p i n g40lgeDt!llll&PAD0T?*3. 

[02 2] *ff^nroSiiii&PAD0T?abs. 
[02 3] es$efflOHSr©«tBSPAD0T-*S. 
[02 4] J€frM3a«OSHISPAD0-e^S. 

[025] a«$ij^tg{c^^«.«o»^a©iaii&p 

[02 6] •y-^'V^-v'^X--^x>h^{C*3t-t-5M 
^IWS©»PAD@T«5. 
[02 7] 5£8§iKfllM 1 B«*«y— ^;KDrt««*w 

[02 8] ifc^-^-XlfStt^SlilB&PADET 

[02 9] ^iR*MI BT&£*tHi<7>*<c£v*-v 
^ T®^7 7S^JSr^-TSiBJ01?feSo 

[0 3 0] SliSa4fc^7&<##S<hT5TCP3*^->3> 
<D««J $r*-TiKHJ0t t *> -5 . 

[03 1] MI B-IIc£tcpCoM)StateCD--r>x';/?7 l <i: 



29 



B3 2] U T)V&^( AJR^IM I B OsmgSumTcpContext 

[H3 3] MI B-IICDtcpConnState<hU7;i/^-rAiR 

I Bc7)smgSuiDTcpContexticD^^|ttWia'C&^) 0 
[03 4] UTJU^AiRlftM I BcD-f >Ty9X<Dm 

[0 3 6] vsttn-cDftiKift^ (ge t mm) <DWm 10 
[037] mmmvmhtefife (ge t^) <d«sb& 

PADM^o 
[0 3 8] mmmm<DMm<tJj& (get-nextfi 

[039] mmm.me>*to<£*Sk (^>f^7i 

IB) CD«EB&PAD0Tab^>o 
[04 0] *3«EH0>ftjKj^tt (ge t-nex t 5B 



( 16 ) 4#gi¥7 -3 3 4 4 4 5 

30 

fr) <D;|KB&PAD0T&£ o 
[04 1] SNMP h^y^Slf^T^—^^aHh 

[04 2] SNMP h5y^S"9-^T^-S?^lEBh 

[04 3] SNMP h^yy<DWM^<DWLmPADm 

[##omw] 

10, 10 a, 10b, lOc-D-^-yt, 2 
0, 20a-l, 20a-2, 20b-l, 20b- 
2, 2 0c -X-yx>h, 30 a, 30c-I-yx 

>hmmm<D i py-K> 5 o- 



1 0 

0-aflltt»«tt* 1 1 0-fl«HE«itt« 1 2 0 

-wm^-^^-^waant, 1 3 o-gx-y X >h 
mm. 1 4 o-u-yv*-^^x-s;x>h«iB % 15 

0-«»fl2*IB, 16 0-47yyfi*IB, 1.7 0- 

JR«IM I B^-^-X, 18 0-S^7r^Jk 
5 0 0-fIIlf-yjk 



[0 4] 



[0 5] 



SOBMAHAGBB-yiB-EXaKPLB DENHITIOHS ::« BBfllfl 

imposts 

enterprises, RetvorkAddrots, IpAddrcas, Counter. Ganye, TleeTlela 

PROH BPC115S-SHI 
DBJBCT-TYPI 

PS0M IPC-lIl* 
DtapIayStrlag, IfBatry. AtBnUy. IoAddrBntry, 
lpfotToUedleBfttry. PayeAddresa, TcpConn Entry. 

peom BPCiilS-allB 
TBAP-TYPB 

FSCM BPC-1215; 



IpBovteBotry. 
UdpBatry, BKpHeUhBntrr 



Mtacbl 0BJBCT IDCRTlPtBK 
ayeteaBytflb OBJECT IPOTIPIBE 
bloxveS OBJECT 1DBBTIP1BB r 
coeetUIba 0BJBCT IMINPIBB 
bierarcby OBJECT I BEST IP IBB 
etaadard OBJECT IDBRTtPIBB :: 
m tonal on OBJECT IDEVTlPr&S : 
eagTolal OBJECT 1BBBTIPIB8 : 
raglpHodo OBJECT ipBaTIPtBB : 



I enterprise 111 I 
::■ \ bltacBl 8 \ 
I ayeteeBiMb 5 } 
:- I bltnr»«2 I f 
r- j eoaetNibs 1 I 
• 1 hierarchy 1 I 
' hierarchy 2 I 
etaadard X 1 
ataadard 2 I 



ragSoeTcp OBJECT IDBITIPIBB ::- I avtefieto* J ) 

— *7-7*-t''-t£ffi«*MIB ■ J 7*r—~f (Tie Sabaanaaer Col loci loa group) 

matt*. 

— -frrfv^-sJ-tinit • ifJU— y(Ue Snbianaier Total group) 

MtfatallUnatotfodcdhnber OBJBCT-TYPB 
SYBTAI laTBGBl (O.miG) 
ACCBSS read-only 
STATUS aandatory 
OBSCBIPTIOJI 

{ aagTotal 1 | 

eagTotalCrlticallodetfoaber OBJBCT-TYPE 

SYSTAX IBTBCBB <0..i6$35) 
ACCESS reAd-ooly 
STATUS mandatory 
DBSCBIPTtDS 

MrW*- V*r *0ttBJA"CrltUa)*e J - Kft * 
= | BagToUl 2 I 



aaiTotaltarglnlHodeRaaber OBJECT-TYPB 
SYNTAX nrTBQEB (O..M688) 
ACCBSS read-on I 7 
STATUS aandatory 
DBSCB1PT10B 

TCP/ir-i>*7*-x«««-re^K«%*'r. * 

::- ! aagTotal I > 

safTotalSormalBodeflunbor OBJECT-TYPB 
StHTAX lfTBGEt (0..6S185) 
ACCESS read-only 
STATUS aandatory 
DBSCSIPTIOl 

•&TOTCP/IP-f?»?x*XjB|tttf^UTVi*;-r»t:*-r. * 
::- ( aagTotal 4 > 

aaiTot al Koa t erHodeBimbor OBJECT-TYPB 
SYFTAI 11TBCBB <0..6B535> 
ACCBSS read-only 
STATUS eaadatory . 
DBSCSJPTIOI 

;:- ( aagTotal 6 1 

angTotalSnapSopportlodeRiuaber OBJBCT-TYPE 
smAl fBTBCBB U..6S&JS) 
ACCESS read-only 
STATUS aandatory 
DESCXIPTI0X 

■*^v*-f-r « shmp & u ©« % s -r . *■ 

;:- { aagTotal e ) 

— ■ir^rv*-^^ IP;-K - 9*>~'f <the Subaanuer IpBode group) 

aaglpllodeTabla OBJBCT-TYPE 
SYNTAX SEQUEHCB OP SailpBodeBatry 
ACCBSS DOt-acceialble 
STATUS aaadetoyy 
PBSCStPTIOB 

::- ( eaglpMode 1 ) 

s&al pHodeXnt ry OBJBCT-TVPB 

SYBTAX SagtpSodefintTy 

ACCBSS not-ecceaalble 

STATUS aandatory 

1IPBX I saBlpVodeladei \ 
::• 1 aaglplfodeTable 1 ) 
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imi] 
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m2] 



7 - 3 3 4 4 4 5 
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CO 

1 



t 
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WM 

ti 
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4 T 

eo 

» • 
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4Kb 
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SaalpBodeEntry ::- SEQUENCE t 

englpBodelodei IBTECE! 
^ eaglpBodeCootext Display Strlna 

BBglpXodelndax 0BJBCT-TTP8 
SYNTAX IHTBGB8 (.. 65535) 
ACCESS read-only 
STATUS »aadatory 
DBSCIIPTIOS 

I snilpBodeEMry 1 ) 

mlpHodoCoateit OBJBCT-TYPB 
SYSTAX MaplajStrtag 
ACCBSS read-only 
STATUS HDdatorjr 
BBSCBIPTIOB 

(1) 1P7H lx*:*W^*-5>Y#*;i f fcHm**fc»IC*J8*-* 

<2)**h*:*JSBflH«>I 

/etc/noaUCJfcfcfcliTV**^**!!**. ft««lvt 
tt&ttfttf. 3«HKBI** SgQfca*. 
(S)*-^-* A :«9ff9<D I P ^ ~ KM*- * X 

©JE*«(BormaJ) 
$«ifttt (Marginal) 
<3>fttt*<Crltical) 



(4) P I N G&**jBJ: I P > - K^£DP I NG©Jfc#BP81 trm"*-. 
(6) SNMF*riK- h«H:MIBHtf> I P J- K#S NMF felMK- ) 

h (aaap) 

<2>*:t>-#-h(»oaanmp) 

(D*~£-e*6. (renter) 
®^*TBftn, (Boat) 

30S.X00.100.1SO BoatOOl Boreal ID Boaanatp router 

\ nglptfodeBolry I ) 



„ -f7-7$*—i?-t V7H>& 4 AflUfcM 1 B • £Ttt»— ^(Ttae Subnanagw Sumary Tcp erocp) 

•aaSuoTepTable OBJECT-TYPE 
SYNTAX SBQBBICB OF SagSuaTcpBntry 
ACCESS not-eeeeaalble 
STATUS aaadatory 
BBSCBIPTIOB 

•*yv*-^^<0«IBBrt«)TCPa** fa >0-K%jR-f. * 

; ;- | sagSilaTcp 1 I 

ansSuTcpEotrr 0BJECT-TYPB 
SYBTAX SafSuaTcpBjitry 
ACCBSS • not-acceaafble 

STATUS laudatory . „ „ B „ . 

IBDBX ( aasSftBTcpSexvarLpAddreaa. ragSuaTcpServerPortBttmber. 

imjSu»TcpCHojtlpAddrefli. anxSuaTcpCllentPortNimbar 1 
( BBgSmTepTaMft 1 1 



SigSoaTcpBntry 



:• SEQUEBCB I 

aniSuoTcpServer I pAddreaa 

IpAddreae. 
aosSooTcpSerwoTPor tBaaber 

1STBGBS. 
tiaSunTcpCl lent I pAddreaa 

[pAddreaa. 
aafSooTcpCl 1 en t Por tloaber 

IBTEGBB. 
aaiSuTcpCooteit 
D lap I ay StrUt 

•DgSiwTapSerwrl pAddreaa OBJBCT-TYPB 
SYNTAX IpAddreaa 
ACCBSS read-only 
STATBS aaftdatory 
DBSCBIPTIOB 

( aasSuaTcpBntry 1 1 

aaiSluiTcpSarverPortBBBbar OBJBCT-TYPB 
SYNTAX IBTBCBB <0..«»»> 
ACCBSS read-only 
STATUS mandatory 
DBSCBIPTIOB 

-ai B SMTcpSorvertpAddrc««*r)fe*SStvTVvfc ^-F^ftllTV^ 
::- J aacSmlepEniry X I 



lb 8] 



[@9] 
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maSuBTcpClleatlpAddraaa DBJBCT-TYP2 
SYBTAX IpAddreaa 
ACCBSS reed-tin I y 
STATUS laudatory 

PS -?™^'eTC P3A*£/ B ytHRUT^ IPTFM 
(aaiSnaTcpSarver IpAddre. a T & «t 8 ftT v> « * fc St . 

ii» { ngSuaTcptntry 1 } 

eafSnTcpCUeatPortBmber OBJBCT-TYPB 
STBTAX IBTBGBt 
ACCESS read-oely 
STATUS mandatory 

M? SIsIiTJpCU«iUpAddr«aTft*anTV*ft I P J - K#ttff l*X ^* 
ft* fefc*. ' 
: | aagSoaTepBatry 4 1 

eagSoaTcpConteit OBJBCT-TYPB 
SYBTAX Dlftplay String 
ACCBSS raad-oaly 
STATUS wandatbry 

DBSCBIPTIOI P ;.| J -»BjBiS4vTH«TCP03i*i'i>flH© 
(1) I P7KV^(*«>l):TCP3*?S'ByftB»l/T^* 

TCP3*^S'B^«X5 l -*^l:»t. 
<Dankno« (0) : U) Tttft finfcIP;-K*t 

Oloeed(l) : n * 9 V 3 > WttR* « W 

©1 lelenlt) :»<DT CP*»fe<D3*?J/B >«>S|R 

®ayaSeat(S):3»^£/a>K*€ffibfe«. 

<5>ayn»«:elTed(4):3**i/a >SB#feSW. 

■t^vlCjel-f 6 A C K tr« o T ^ 6 . 
©eBtabUsbeiKSJta^^i/ayi^BlttSn. f 1 -* 



©fin falU(*):«*TCP*bfi03*^J/s>«W 

©fin falU(T):«*TCPfr6»C!>3*^4'3i'«Bji 
©eloae faJ t(8) ^ * ^ ^ B ^ll« 

<©U.t Ack<i):n*^i/B >«j«**t:»-r&ffl* 
TCP»6AACK«1»oTV^, 

OeloatBg(lO) : 3* 9 V 0 >«BJ](*i:Mt6ffi^ 
TCP^b©ACK*1>oT^*. 

d>UBefatt(U):ed«imb^ACK^«^4CflV% 

{4)1 P7KVX<-eoZ>:TCP3**'&'3>trB)i»LT^*I P^-K 

<0 1 PTKVA<(l)-Pl6iil*flTVv«>»-KO|B#) 

<s)*f- ^#*(■t©2) ? (0?*katiTv^ i p;-K«»iOTCPa*^ 

(6)51*-* x{-e<0 8>: (S)TJfe«SnTV^* 1 P J — KtfWRbX ^« 
TCP 3**$/ a ft St*. 

(T)*- tfX* : X © T C P 3 * ^ U s > «r«6Jl L fc *- tT^4 fc*T. 

/etc/aerr Icea(C ft »LT^4*Wt«ffir*. 

X01. X00.100.JAO U4 B established XO0. 166. 121. 208 8300 oakBom ftp 
( BagSuaTepBittry 5 ) 
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[01 0] 



[i29] 



010 

— t^V^-f^ttfiK?^^ < lhe Mbisnager apectffc traps) 

frag£reatcSjstoiiTraP TBAP-TYPB 

EHTEHPBtSB anbaanafer 
TABIABliS { caglpHodeladex I 

n*SCB[PTIOH 

::• 1 

HgDeleteSrstOBTrap TRAP-TTPB 

BHTBBPE1SB ■utwameer 
VAK1ABLBS I smftlpHodelndex 1 

2 

•MlnterBwJiwjTrmp TMP-TVPE 

BITE HPS I SB -autwBMger 
TASIABiBS I SagTrapLlet J 

DBSCBIPTIOI 

•dim L«« -J. 

mm*fr*h&vzfkatf\,*.=>~'yx*'?* ®£* =t ~ K («t«rpr*aah 
*?h7-^r KV:Mag«nt-addrK «» b^y y«#(ganfti lc-traph 
£» ^*^CepecificTr«p)(Z>«tt, f*Vf^, 
sagEaterpriae* eagAgeatAddr. BBgQenBrlcTrap. aagSpcclf UTrap, 
<H>htVX* wr|abl»^i»dlngi?*-AKCKj£a*i3. 
4)fldn»b?*; :7®variable-bliull»gi7 Y - JV K<0*tt. 
$11 h * * ^©varlabla-bindBga? -r-*F«D-»**1jattT, 

::- 8 



2 9 iniMi BT»«.ft*Btflr» 



#*rr ?H"w>iprr» : too. 10. 20. 1 

r-9>TBI« i 1 o<»> 
d — — ; ragTotalUaotgedSodeH ember 
5 -— i aogToulllarglnalltodatliiBber 
q ■■— ■ : »o gTo til Bout orHodtfluaber 



d 1 CRgTotatCftHeaUodoHnber 
e : aagTotaHfornlRodAtDBber 
f — : CTfToUlSRupSnpportBodoIoiber 




SagTrnp ::° 



SEQ0B&CS { 

■Bgipflodelikdex. 

MgE*terprla«, 

aagAgratAddr, 

wgOeMrleTmp. 

aagSpeeif leTrap, 

varlabUBlwling* 

J 



SagTrapLiat ::■ 

SBQDBJtCE OP 
Sort rap 

BHD 



1 1] 



1 1 













1 


»t Jot Address 
(Xtt 

IpKetToHedfaffetAddreBs) 


/ate/boat a 


MglpiodeCoatBXt 




2 




Ping 


s 


xjaObi«ct ID 




4 


lfltwbcr 




5 






6 


ifOperStxtit 




7 


lpPornrdiat 




8 


tcpConaState 

(t cpCoftkLoca 1 Add res «) 

(tcpCoasLocalPort) 

{ t epCanaSw Addreaa) 

(tcpCoaaBeaPort) 


/etc/aervfeas 
7rY* 


sagSnaTcpContas t 
auSroTepS ervar I p Addrea s 
aagSmTtpServerPor tBnaber 
MgSoaTcpCl 1 en t IpAddrtsa 
»»kSctTcpCI lent Port tBBb«r 


•J 7JU9 -f AJ&ftM I B 



190 



12] 



H12 

awe I pgftdeCon t er_t <P ft 



*"Zio ~no ~»o ~iu ~250 
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.10 1 3 ] 

m i 3 

»BgSnnTei>Cont«ytg>J^O --8pO 



-810 


~320 ~II0 




-ISO 






l?7V K 










JLT-*X (I kx* 















[01 4] 



1 4 



-400 



3* 


fiaRlpHodeConteit© ft© 




« * 


1 




9TitTot«JH*t*BedlltwJftio»1>er . 




2 




saiTota 1 Cr 1 1 1 ca Mo4etf uaber 


a 


aat Tot a] Mart leal BodeBmber 


4 


sac Total Horaa 1-BodeNaaber 


& 





aafTotalBenterBodaBubor 


6 


SBMP?r 


BBKTotal SaipS Dppor tMoiielBBber 



[015] 



[0 3 0] 



1 5 



ftftffiaSa-f-f *-pttblie 
S ft ffi 3 3 a -f sfe - abc 
h 7 9 ^15 Jfc - 208, 6ft. 48. 68 
V^I85fc-i92. 67.113.4 

eajsm-to 

* «7f* PXHH-200. 10. 20. 1-70: : : 
ff Jtf r VX«H -200. 10. 20. 100 : : : 

* vaieajsiite? 7*»Mt* -ioo-tr*. 

3laZt-fA©r7t*VU. •public" 

MJkm*w©r7tHtt, i{»> 



* *etJS 

* *etJ9 



S3 0 

TCP 3*^^s> 



-400 
-rill 

:2ia«ao 

-ill 

~4S0 




-1020 



[0 2 4] 



-1000, ~J010:#* i: * ft T C P 3 * ^ i/ g > 
-1010 :fl*i:t«:^TCP3^J/8> 



2 4 



~»97" 760 YES 


4>£<Dx>Mlc 
atNetAddress 


C#£Lfc^ / 

iP7h"wn»&y / 

MrruftH 1 







~X7"8>7"762 



( 23 ) 



#M¥7 - 3 3 4 4 4 5 



[01 6] 



1 6 



•T-->Ol/ — 600 



x y h o 2 



(x=«s«ia«) 



7KM 



•Xr-JUtfCritieal 



■XT-**#Marginal 



' router" 
tPrt-iql«r l*b) 



■smpw-Ymm-tfi 

' snap" "C & 6 
ipyh'iaW (»6) 



-510a 
-510b 
'510c 
'SlOd 



-510e 
-510f 
'510g 

-510h 

'Slot 

-510k 



(203. 68. 48. 53) 



(192. 67. 113. 4) 



'520 



•HE 



•plnn<P 




520a 
520b 

520c 

520f 
520g 
520k 
5201 
S20 j 
520k 



(♦1) :smgTotalManagtedNodeNuaberC?)Cl £. 
( *2) : smgTo t a 1 Cr 1 1 1 ca 1 NodeH umber © Z t . 
(*3) :sBgTotalMarglnalNodeHunber<Di t. 
(*4) :sngTotalMor«alNodeNunber0>w t. 
(*5) rangTotallouterModeHaaber©^. i:. 
(*6) :6ffiETotalSnnipSuppor tBodeHumberCDr 



[02 7] 



800 ~81t 

79? mtlllMlBllldBI 



ft 



2 7 



«*mi B<t«ar-?>0i«* 



,210 ,220 /230 /240 250 3G0 

rem rfesn i .i,, ia A*«nai i inM.it/-tww i ikttttl 



i iwen rgm rg=wi IpW>csbeh faw^-nedi LOSS] 
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1 7] 



-*t»7* 601) 



~lfv7' BIO 



dt) 



1 7 



-Xf?7' B2D 



'Xf?7' 630 



— Xf j»7* 640 



mm. 



im i 8] 

1 8 



#*»jfe77-<»G> 



vXf77*650 



«3I«Hf-7-* h-XfV7' 651 



at Net Add ress 



«a«Hf-7** 

at Net Address 

<P B£9»-7- 



~Xf-!(7' 652 



-af^'BS* YES 



a t if et Address 



~3?97' 855 



atNetAddress 



~3f?7'6St YES 



plngCQ 



7'6S7 



r-7"» 
atNctAddrp&a 



t7* 



W1»E7tT»o~ 



~*7?7' 660 



7etc7ho8ts77lF 



~*r»7'661 
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mm¥-7 - 3 3 4 4 4 5 
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3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] With two or more agents who manage and control management objects, such as the configuration 
information and status information, per resource of a communication network The submanager which minds the 
agent of the group concerned per agent group defined beforehand, and manages and controls a part of 
management object of a communication network, It has the integrated manager who minds this submanager, 
and manages and controls the management object of the whole communication network. It is the hierarchical 
network management system which uses SNMP as a communications protocol between said agents and 
submanagers and between said submanager s and said integrated managers. In said submanager, the 
management objects of this management range are periodically collected through the agent belonging to the 
management range of self. The hierarchical network management system characterized by providing a fixed 
collection means to notify an integrated manager of the collection information according to the reference 
demand from an integrated manager. 

[Claim 2] Said fixed collection means is a hierarchical network management system according to claim 1 
characterized by an agent collecting periodically also including the management object which is not started 
[ un-mounting or ]. 

[Claim 3] Said fixed collection means is a hierarchical network management system according to claim 1 
characterized by what two or more information related with each agent who has managed from said integrated 
manager by two or more identifiers to a reference demand is collected, and an integrated manager is notified of. 
[Claim 4] The hierarchical network management system according to claim 1 characterized by providing a 
means to analyze the SNMP trap received from the agent who exists in the management range of self, and to 
relay two or more SNMP traps to said integrated manager as a single submanager escape trap in said 
submanager. 

[Claim 5] The hierarchical network management system according to claim 1 characterized by providing further 
a real-time collection means to collect the conditions of the agent who belongs in the management range of self 
to the reference demand from said integrated manager in said submanager on real time, and to notify an 
integrated manager of the collection information. 

[Claim 6] Said real-time collection means is a hierarchical network management system according to claim 5 
characterized by choosing the object for real-time collection with reference to the management object which 
said fixed collection means collected. 

[Claim 7] Said real-time collection means is a hierarchical network management system according to claim 5 
characterized by what two or more information related with each agent who has managed from said integrated 
manager by two or more identifiers to a reference demand is collected, and an integrated manager is notified of. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to a hierarchical network management system, especially, 
manages a network resource hierarchical by the agent, the submanager, and the integrated manager, and relates 
to the hierarchical network management system using SNMP (Simple Network management protocol) as a 
communications protocol between them. 
[0002] 

[Description of the Prior Art] Generally, the managerial system of a communication network is constituted by 
two kinds of subsystems, a manager and an agent, and a manager manages and controls a network resource per 
agent. Moreover, to the international standard about management of the communication network which 
manages and controls management objects, such as the configuration information and status information, per 
resource of a communication network, two, an eye ray BI (IAB=Internet Activities Board) control standard and 
the OS eye (OSI=Open Systemes Interconnection) control standard, existed, and if an agent is in the network 
which used these management criteria, he has managed the network resource as follows. 
[0003] (1) When the network-management- system communication network which used the IAB control 
standard becomes large-scale, divide the communication network concerned, station a manager and an agent to 
each of the divided communication network (henceforth a subnetwork), and manage a network resource to it. 
[0004] In this case, it faces performing the resource management in an IAB control standard, and SNMP 
(Simple Network management protocol) is used. In addition, the specification about this SNMP is prescribed by 
R EFU C, 1 157, and the simple network management protocol (RFC 1 157, "A Simple Network Management 
Protocol"). 

[0005] (2) Manage each LAN (local area network) in the submanager based on IAB management criteria, and 
manage a network resource based on OSI management criteria between the integrated managers of a 
submanager and its high order as indicated by the hierarchical network management system "integrated 
management by OSI of a distributed LAN domain" (the Information Processing Society of Japan paper 
magazine besides Miyauchi, the June, 1993 issue, pp 1426-1440, following, reference [1]) which used together 
the OSI control standard and the IAB control standard. 

[0006] That is, in a submanager, a network resource is managed according to an IAB control standard, it is 
changed into an OSI control standard, it transmits to an integrated manager, and the resource of the whole 
network is managed in an integrated manager. 
[0007] 

[Problem(s) to be Solved by the Invention] By the way, it is more effective to manage by the layered structure, 
when managing a large scale network, and attaining cutback of management packets, a manager's 
simplification, etc. 

[0008] However, if it is in the above-mentioned network management system using SNMP of an IAB control 
standard and does not solve about the structure or its collection approach of the management information 
transmitted between a manager and a submanager even if it arranges a submanager between a manager and an 
agent since hierarchy management is not taken into consideration, there is a problem that hierarchy management 
is unrealizable. That is, the hierarchical network management system which manages an agent's group and is 
controlled has the problem of being unrealizable. 

[0009] In this case, in the criterion of SNMPv2 (SNMP version 2), although it is possible to notify an event 
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from a manager to a manager, if it does not solve like SNMP about the structure or its collection approach of the 
management information transmitted between a manager and a submanager even if it arranges a submanager 
between a manager and an agent since hierarchy management is not taken into consideration, there is a problem 
that hierarchy management is unrealizable. 

[0010] On the other hand, if it is in the OSI managerial system indicated by reference [1], since a submanager 
must mount both standard communication service for OSI by which an OSI control standard is realized, and 
standard communication service for IAB by which an IAB control standard is realized, it has the problem that a 
submanager will become large-scale. 

[001 1] Moreover, the standard communication service for IAB is used in LAN. And in employment of a 
communication network, it is the usual employment to use the standard communication service for IAB also 
between LANs. Therefore, in the managerial system described by reference [1], in spite of using the standard of 
an IAB control standard on WAN (Wide Area Network), the standard of an OSI control standard must be used 
and there is a problem that the configuration of a submanager becomes large also at this point. 
[0012] Furthermore, although it is necessary to take into consideration beforehand vicarious execution of the 
function manager for mitigating conversion of the management information for it, and an integrated manager's 
load, decentralization, etc. when unification-izing the communication network managed by two or more control 
standards by the integrated manager and carrying out hierarchy management In the managerial system of 
reference [1], since vicarious execution of a function manager, decentralization, etc. are not taken into 
consideration, there is a problem that the number of the management packets used in case management 
information is exchanged between an integrated manager and a submanager as a network becomes large-scale 
will increase. 

[0013] The 1st object of this invention is the submanager of an easy configuration, and is offering the 
hierarchical network management system which can carry out hierarchy management of the large-scale 
communication network based on SNMP of an IAB control standard. 

[0014] The 2nd object is offering the hierarchical network management system which can transmit the 
management information between an integrated manager and a submanager by the little management packet, 
and can manage a large-scale communication network by low traffic and low cost. 
[0015] 

[Means for Solving the Problem] In order to attain the 1st object of the above, this invention fundamentally 
SNMP is used as a communications protocol between an agent and a submanager and between a submanager 
and an integrated manager. And it is characterized by making a fixed collection means to collect the 
management objects of this management range periodically through the agent belonging to the management 
range of self, and to notify an integrated manager of the collection information into a submanager according to 
the reference demand from an integrated manager provide. 

[0016] Moreover, in order to attain the 2nd object, it is characterized by what two or more information from 
each agent who has managed from the integrated manager by two or more identifiers to a reference demand is 
collected, and an integrated manager is notified of. 
[0017] 

[Function] According to the above-mentioned means, a fixed collection means collects the management objects 
of this management range periodically through the agent belonging to the management range of self, and 
notifies an integrated manager of the collection information according to the reference demand from an 
integrated manager. 

[0018] In this case, collection information is held in the format of MIB (Management Information Base) which 
expressed the set of two or more management objects by the tree structure, is accessed according to the 
reference demand from an integrated manager, and an integrated manager is notified of it. 
[0019] By this, hierarchy management of the large-scale communication network can be carried out based on a 
single protocol called SNMP of an IAB control standard, and since it is moreover a single protocol, the 
configuration of a submanager can be simplified. 

[0020] Moreover, two or more management objects from each agent who has managed by two or more 
identifiers are collected, and an integrated manager is notified. Therefore, in being able to transmit the 
management information between an integrated manager and a submanager by the little management packet, an 
integrated manager's load is mitigable. 
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[0021] 

[Example] Hereafter, this invention is explained to a detail based on one example shown in a drawing. 
[0022] Drawing 1 is system configuration drawing showing one example of the communication network which 
applies this invention, and two or more LAN 1, 2, and 3 is combined by WAN (Wide Area Network)4. 
[0023] Among these, IP (Internet Protocol) node 30a of two or more agent 20a- 1, 20a-2, and agent un-mounting 
which manage and control management objects, such as the configuration information and status information, 
per network resource is connected to LAN1, and submanager 10a which minds these agent 20a- 1 and 20a-2 
further, and manages and controls the management object in LAN1 is connected to it. 
[0024] Moreover, two or more agent 20b- 1 which manage and control management objects, such as the 
configuration information and status information, per network resource, and 20b-2 are connected to LAN2, and 
submanager 10b which manages and controls the management object under management of these agent 20b- 1 
and 20b-2 further is connected to it. Furthermore, while agent 20c and non-mounted agent IP node 30a are 
connected, submanager 10c which manages and controls the management object under management of these 
agent 20c is connected. 

[0025] That is, in LAN2, a management object is managed by two submanagers 10b and 10. 
[0026] On the other hand, while two or more agents 20-1 and 20-2 are connected and managing and controlling 
these agents 20-1 and the management object under management of 20-2 further, WAN4 and Submanagers 10a, 
10b, and 10c are led to LAN3, and the integrated manager 50 who manages and controls the management object 
under these managements is connected to it. That is, the integrated manager 50 who does hierarchy management 
of the resource of the whole network is connected to LAN3. 

[0027] Drawing 2 is drawing showing the logical relation between an agent, a submanager, and an integrated 
manager, and a management object is managed using SNMP and ICMP (Internet Control Massage Protocol) of 
an IAB control standard between submanager 10a connected to LAN1, and agent 20a- 1 and 20a-2. Moreover, a 
management object is managed between submanager 10a and non-mounted agent IP node 30a using ICMP. 
And collection MIB database 170a which holds the set of two or more management objects collected through 
the agent of the management range in the format of MIB (Management Information Base) expressed by the tree 
structure is connected to submanager 10a. 

[0028] Similarly, a management object is managed using SNMP and ICMP of an IAB control standard between 
submanager 10c and agent 20c which were connected to LAN2. Moreover, a management object is managed 
between submanager 10c and non-mounted agent IP node 30c using ICMP. And collection MIB database 170c 
which holds the set of two or more management objects collected through the agent of the management range in 
the format (henceforth an MIB format) of MIB (Management Information Base) expressed by the tree structure 
is connected to submanager 10c. 

[0029] In addition, it connects with the integrated manager 50 by logical relation with the same said of 
submanager 10b and an agent 20-1, and 20-2. 

[0030] Drawing 3 is the functional block diagram showing one example of the internal configuration of a 
submanager 10, and consists of following functional modules. 

[0031] (1) the communications control function 100(2) management range monitoring function 1 10 — a (3) 
collection database management function 120(4) self-agent function 130(5) submanager agent function — the 
detail of 140(6) concentration-ized function 150(7) trap function manager 160 each function is as follows. 
[0032] (1) In the communications control function 100IAB control standard, the protocol for network 
administration is named S N em Py (it is only described as SNMP SNMP and henceforth). This specification is 
prescribed by R EFU C, 1 157, and the simple network management protocol (RFC 1 157, "A Simple Network 
Management Protocol"). 

[0033] The communications control means 100 concerned receives reception of the SNMP demand from the 
integrated manager 50 and submanager 10 self, and an SNMP trap. 

[0034] SNMP demands are the acquisition demand of the management object to the submanager 10 from the 
integrated manager 50, and an acquisition demand of the management object to the agent 20 from a submanager 



[0035] The SNMP demand which received answers the integrated manager 50 or submanager 10 self which is 
SNMP demand origin in the result while notifying it to the self-agent function 130 or the submanager agent 
function 140 according to the management object identifier which exists in the protocol. Moreover, the received 



10. 
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SNMP trap is notified to the trap function manager 1 60. 

[0036] (2) Acquire the range of an IP address specified as management range of a submanager 10 with 
reference to the a configuration file 1 80 specified by the network administrator of management range 
monitoring function 110 submanager 10. The SNMP demand and ICMP echo demand for acquiring the specific 
management object defined by MIB-II to the specified IP address group (not concerned with an agent's 
mounting existence) are published periodically, and the SNMP response and ICMP echo response which it is as 
a result are acquired. 

[0037] In this case, the polling interval of the SNMP demand published periodically and an ICMP echo demand 
and the community name described on an SNMP protocol are acquired with reference to a configuration file 
180. 

[0038] While creating the information on an MIB format from the result acquired periodically and saving the 
information on the newest MIB format in memory, delivery and the collection MIB database 1 70 are made to 
store in the collection database management function 120. 

[0039] Moreover, to the concentration-ized function 150, reference of each information on the IP address of the 
management range and the mounting existence of the status and an agent is enabled. 

[0040] Furthermore to the trap function manager 160, the IP address of the management range and reference of 
each information on an index number are enabled. 

[0041] Moreover, when change occurs to the information which constitutes the value of the collection MIB of 
the addition of IP node of the management range, or deletion, the submanager escape trap for notifying that to 
the integrated manager 50 is published. 

[0042] In addition, the specification of MIB-II is prescribed by R EFU C, 1213, and the management 
information base FO network management OBU tee C Py eye Py eye Py based INTANETTSU:em eye BI two 
(RFC 1213, "Management Information Base for Network Management of TCP/IP Based internets: MIB-II"). 
[0043] (3) a collection database-management function 120 — when each information which constitutes the value 
Of Collection MIB from a management range monitoring function 1 10 is inputted, it stores in the collection 
MIB database 1 70 and an acquisition demand of a collection MIB value inputs from the submanager agent 
function 140, this collection database-management function 120 assembles each information which constitutes 
the value of Collection MIB in a management object format, and answers. 

[0044] (4) The self-agent function 130 self-agent function 130 manages the host in whom a submanager 10 
exists, inputs the SNMP demand to MIB-II and the agent escape MIB from the integrated manager 50 and 
submanager 10 self through the communications control function 100, and outputs the result to the 
communications control function 100. 

[0045] From a configuration file 1 80, a community name (password of whether to answer an SNMP demand) is 
referred to. 

[0046] (5) Input the SNMP demand to the submanager escape MIB from the submanager agent function 140 
integrated manager 50 from the communications control function 100, and the management object identifier 
described in the protocol of the SNMP demand distributes an acquisition place. 

[0047] That is, in order to provide the integrated manager 50 with the management information which set to this 
invention, and the submanager 1 0 collected and collected, the submanager escape MIB which consists of the 
fixed collection MIB and the real-time collection MIB is defined. 

[0048] The fixed collection MIB MIB-izes management information which the submanager 10 collected 
periodically to IP node group of the management range. 

[0049] The real-time collection MIB is collected in an MIB format, in order that a submanager 10 may follow a 
reference demand from the integrated manager 50, may collect and collect information on the management 
object of the management range on real time (deletion of unnecessary information, processing) and may answer 
to the integrated manager 50. 

[0050] In the reference demand to the fixed collection MIB, the submanager agent function 140 gives an MIB 
value acquisition demand to the collection database management function 120, and the result is acquired from 
the collection MIB database 1 70. 

[0051] In the reference demand to the real-time collection MIB, an MIB value acquisition demand is performed 
to the concentration-ized function 150, and it acquires the result from the concentration-ized function 150. 
[0052] Then, the acquired result is outputted to the communications control function 1 00. 
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[0053] From a configuration file 180, a community name (password of whether to answer an SNMP demand) is 
referred to. 

[0054] (6) When an acquisition demand of a real-time collection MIB value is inputted from the concentration- 
ized function 150 submanager agent function 140, publish an SNMP demand to IP node group which mounted 
the agent of the management range. Moreover, after acquiring the response, intensive processing is performed 
and the submanager agent function 140 is answered in the collected MIB value. 

[0055] From a configuration file 180, the community name which describes an SNMP demand in a protocol at 
the time of issuance is referred to. 

[0056] (7) Notify the SNMP trap notified from the trap function manager 1 60 communications-control function 
100 to this trap function manager 160, all the functions that have established the internal interface, and 
applications. Moreover, two or more SNMP traps notified into fixed time amount are summarized as one 
submanager escape trap, and it hooks up to the integrated manager 50. 

[0057] From a configuration file 180, the community name described in the time interval which publishes a 
submanager escape trap, and a protocol is referred to. 

[0058] Hereafter, the decision approach of the logical structure of the submanager escape MIB which is the 
body of this invention, and the management range of a submanager and the monitor approach, an approach to 
distribute the SNMP demand which the submanager received, the management method of Collection MIB, the 
intensive approach of Collection MIB, and an SNMP trap management method are explained concretely. 
[0059] (1) Generally the logical structure of a management object is defined in the logical structure IAB control 
standard of the submanager escape MIB by the virtual database called a management information base. This 
management information base is called MIB. 

[0060] In addition, the approach for identifying the instance of the syntax which describes MIB, and a 
management object R EFU C 1 155, structure -, and - identification OBU management information FO tee C - 
Py A I Py based INTANETTSU (RFC 1 155 — ) "Structure and Identification of Management Information for 
TCP/IP-based internets", And it is specified to R EFU C 1212 and concise em eye BI DEFINISHONZU (RFC 
1212, "Consice MIB Definitions"). 

[0061] Here, the standard agent 20 mounts the management object specified to MIB-IL 
[0062] A submanager 1 0 publishes the SNMP demand and ICMP echo demand for acquiring the value of 
specific MIB-II from IP node group of the management range, and calculates the value of the submanager 
escape MIB from the collection result. 

[0063] This the submanager escape MIB of this consists of fixed collection MIB and real-time collection MIB. 
[0064] The fixed collection MIB MIB-izes management information which the submanager 10 collected 
periodically to IP node group of the management range. This DS consists of a management object identifier of 
the table mold which consists of two or more entries, and a management object identifier of a non-table mold. 
[0065] The management object identifier of a table mold has an entry per IP node of the management range, and 
status information, such as configuration information (an IP address, a host name, an agent's mounting 
existence, discernment flag of an IP router, etc.) of the management range and the response time of IP condition 
and ping (ICMP echo demand packet), is held at each entry. 

[0066] When a reference demand is received from the integrated manager 50, the method of reducing the 
number of management object identifiers which summarizes the entry which consists of two or more 
information to the information unit which consists of an index part and a context part, and answers a letter is 
devised. 

[0067] The management object identifier of a non-table mold expresses the information which totaled each 
content of the configuration information of the management object identifier of a table mold, or status 
information with the number of IP nodes. 

[0068] The means which totals in order to provide integrated MANEJI 50 with total information is formed in 
the submanager 10. 

[0069] On the other hand, the real-time collection MIB MIB-izes management information which answers the 
integrated manager 50, when a submanager 1 0 follows a reference demand from the integrated manager 50 and 
collects and collects status information of the management range on real time (deletion of unnecessary 
information, processing). 

[0070] A submanager 10 receives an SNMP demand from the submanager itself while receiving from the 
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integrated manager 50. This is because the submanager itself can be included in the management range of a 
submanager 10. Especially when the reference demand of the real-time collection MIB is received from the 
integrated manager 50, after publishing an SNMP demand to the submanager itself and collecting the result, the 
integrated manager 50 is answered. Therefore, the submanager 1 0 is constituted possible [ parallel processing ] 
in two or more SNMP demands. 

[0071] The example of a definition of the real-time collection MIB is shown in drawing 7 - drawing 9 , and the 
example of a definition of a submanager escape trap is shown for the example of a definition of the fixed 
collection MIB which is the submanager escape MIB in drawing 4 - drawing 6 at drawing 10 . 
[0072] In the example of a definition of the fixed collection MIB of drawing 4 - drawing 6 , although the 
number of IP nodes of (1) administration object, the number of nodes with a critical condition with (2) 
submanagers, (3) submanagers, and a communication link are possible the number of nodes in which the 
TCP/IP interface which is not operating exists, and (4) ~ the number of nodes to which all TCP/IP interfaces are 
operating — (5) The number of the routers in management within the limits of a submanager, the number of 
nodes which mounted SNMP in management within the limits of (6) submanagers, (7) The list of the 
information about IP node of the management range of a submanager and the example of a definition of entry 
** including the information for whenever [ of IP of (8) management range / every ] are shown. 
[0073] In the example of a definition of the real-time collection MIB of drawing 7 - drawing 9 (1) A list of the 
TCP connection of management within the limits of a submanager, the IP address which has established (2) 
TCP connection, (3) The port number which the node defined by smgSumTcpServerlpAddress is using, (4) The 
IP address which has established the TCP connection (it is a partner's address although it defines as 
smgSumTcpServerlpAddress), (5) The example of a definition of entry ** of the TCP connection information 
established by IP node of a port number and (6) management range which IP node defined by 
smgSumTcpClientlpAddress is using is shown. 

[0074] In the example of a definition of the submanager escape trap of drawing 10 , the example of a definition 
of the trap which notifies that (1) system was added, the trap which notifies that (2) systems were added, and (3) 
junction trap is shown. 

[0075] If a submanager 10 collects MIB-II objects on periodically periodical from the agent 20 who is the 
conversion table 190 at the time of changing into the management object name of Escape MIB the management 
object (it being henceforth called MIB-II object) name of MIB-II collected on real time, and mounted the 
management object of MIB-II standardly, and real time, it will change drawing 1 1 into the management object 
name of Escape MIB according to this conversion table 1 90. 

[0076] It is the management object of the fixed collection MIB changed into drawing 1 2 . smglpNodeContext A 
content 200 is shown. smglpNodeContext like a graphic display It is constituted by IP address 210, a host name 
220, the status 230, the response time 240 of ping, the SNMP support information 250, and the router 
information 260. 

[0077] Thus, since two or more information related with one agent or IP node can be displayed by one line 
when the constituted management objects are periodically collected by the integrated manager 50 and are 
displayed, it becomes possible to check the condition of one agent or IP node easily. 
[0078] It is the management object of the real-time collection MIB at drawing 13 . smgSumTcpContext A 
content 300 is shown. smgSumTcpContext like a graphic display It is constituted by IP address (the 1) 310, a 
port number (the 2) 320, the status (the 2) 330, IP address (the 2) 340, a port number (the 2) 350, the status (the 
2) 360, and the service name 370. 

[0079] Thus, since two or more information related with one TCP connection can be displayed by one line 
when the constituted management object is collected and displayed on real time by the integrated manager 50, it 
becomes possible to check one TCP connection's condition easily. 

[0080] Moreover, the management object name (identifier) used for the fixed collection MIB in order to total 
the value of this fixed collection MIB, as shown in the conversion table 400 of drawing 4 is prepared, and the 
fixed collection MIB is totaled according to this conversion table 400. 

[0081] The example which collected the totaled management objects for example, at intervals of 10 minutes, 
and showed them the graph table by the integrated manager 50 is shown in drawing 29 . 
[0082] (2) The decision approach of the management range of a submanager and smgCreateSystemTrap of 
monitor approach drawing 1 0 define the submanager escape trap published when IP node is added to the 
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submanager management range. An extended trap number is "1" and specifies index number 520a to which it 
occupies to a variable list (Variable-bindings) at drawing 16 , and the S management range table 500 
corresponds. 

[0083] smgDeleteSystemTrap of drawing 10 defines the submanager escape trap published when IP node is 
deleted from the submanager management range. An extended trap number is "2" and specifies index number 
520a to which the management range table 500 corresponds as a variable list (Variable-bindings). 
[0084] Drawing 1 5 is drawing showing the format of the a configuration file 1 80 used in case the management 
range and monitor range of a submanager are determined, and consists of the field which stores the community 
name 400 for acquisition, the community name 410 for setting out, the trap destination 420, the management 
range of numbers 430, the management address range 440, and the trap repeating span 450, respectively. 
[0085] Among these, the community name 400 for acquisition is a name for attesting, when the acquisition 
demand of SNMP is received, and also when a submanager 10 publishes a submanager escape trap, it is used. 
[0086] The community name 410 for setting out is a name for attesting, when the setting-out demand of SNMP 
is received. 

[0087] A submanager 1 0 is the IP address of the partner who publishes a submanager escape trap, and can 
specify two or more trap destinations 420 like the trap destinations 420a and 420b. 

[0088] The management range of numbers 430 are information which specifies the maximum number of IP 
nodes included in the management range of a submanager 1 0. 

[0089] The management address range 440 is information which specifies the IP address of IP node set as the 
object of the management range, a community name, a polling interval, and time-out time amount, and 440a of 
a graphic display and 440btwo or more set assignment of it are attained. And the range assignment of the IP 
address can be carried out in each class, management address range 440a ~ 200.10.20.1 from — 200.10.20.70 up 
to — specifying the IP address is shown. 

[0090] The community name of this management address range 440 is used when a submanager 10 publishes an 
SNMP demand to the agent of the management range. 

[0091] Moreover, the initial value (default) of the polling interval when carrying out fixed collection of an 
agent f s management object is set up in 5 minutes. Moreover, the initial value of time-out time amount is set as 1 
second. Furthermore, the initial value of the trap repeating span 450 is set up in 10 minutes. 
[0092] Drawing 16 is drawing showing the format of the management range table 500 prepared in the interior of 
the management range monitoring function 1 1 0, it consists of a control section and two or more entries, and the 
max of the number of entries is the value and the same number which were specified by the management range 
of numbers 430 of drawing 15 . 

[0093] A control section consists of fields which store community name 510for acquisition a etc. It is as follows 
when the content incorporated from a configuration file 1 80 is explained to this control section. 
[0094] The IP address of the number of the destinations which specified [ at community name 510for setting 
out b ] the management range of numbers 430 for the community name 410 for setting out as 510d of trap 
destination numbers and trap destination table address 5 1 Oe in the trap destination 420 at management range-of- 
numbers 510c, and the destination is set as community name 510for acquisition a for the community name 400 
for acquisition, respectively. Drawing 24 explains the other contents from drawing 1 7 . 
[0095] Drawing 17 shows the outline of the Maine processing of the management range monitoring function 
110. First, initial setting of the management range is performed (step 600), and a loop formation is carried out 
until it receives a termination demand (step 610). In the meantime, monitor (step 620) of the management range, 
total processing (step 630), and renewal of the management range (step 640) are performed in order. 
[0096] Drawing 18 shows the outline of initialization (step 600) of the management range. The above 
mentioned reference of a configuration file 180 and above mentioned setting out (step 650,651) of the 
management range table 500 are performed. 

[0097] In order to set up only the IP address which exists among the IP addresses specified as the management 
address range 440, the following processings are performed in IP address520b of the entry of the management 
range table 500. First, in order to acquire the IP address which the submanager 10 recognizes, he is the address 
translation group of the self-agent function 130 to MIB-II. atNetAddress It acquires (step 652). (step 652) 
[0098] It acquired. atNetAddress The value shows the response relation between an IP address and a physical 
address, the management range table 500 — the empty entry 520 ~ existing — and ~ atNetAddress an IP address 
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exists — a between loop formation is carried out (step 653). 

[0099] atNetAddress Whether an IP address is included in the management address range 440 of drawing 1 5 
judges (step 654), and ping is published only about the IP address included (step 655). 

[0100] And the existence of a response of ping is judged (step 656) and an IP address with a response is set as 
IP address 520b of the entry 520 of the empty of the management range table 500. Moreover, the submanager 
escape trap which notifies the integrated manager 50 of having added IP node to the management range is 
published (step 658). 

[0101] Next, the community name about the IP address concerned, a polling interval, and time I AUTO time 
amount are acquired from the management address range 440 of a configuration file 1 80, respectively, and 
community name 520c, the polling interval of 520d, and time I AUTO time amount 520e are set up, respectively 
(step 659). 

[0102] Next, /etc/hosts With reference to a file (contained in the information for every IP node of drawing 6 ), 
520f of host names of the IP address 520b concerned is set up (step 660). Then, "Normal" is set as status 520g 
(step 661). 

[0103] Drawing 19 shows the outline of the monitor (step 620) of the management range. 

[0104] With reference to the above mentioned management range table 500 (step 670), the loop formation only 
of the entry more than 520 to which IP address 520b is set is carried out. 

[0105] ping processing is performed in the meantime (step 672). IP address 520b is set as the entry 520 
concerned, and an SNMP demand is published in order to acquire the value (R> drawing 1 1 1 reference) of 
MIB-II (sysObjectID, ifNumber, ifType, ifOperStatus, ipForwarding) to whether status 520g is except 
"Critical", and IP node which judges (step 673) and fulfills conditions (step 674). 

[0106] Next, the existence of a response of an SNMP demand is judged (step 675). When there is a response, 
"snmp" is set as SNMP support information 520j of the entry 520 concerned (step 676), and a router judging is 
performed (step 677). 

[0107] When there is no response, "nonsnmp" is set as SNMP support information 520j of the entry 520 
concerned (step 678), and "host" is set as router support information 520k (step 679). 

[0108] Drawing 20 shows the outline of a router judging (step 677). "host" is set as router support information 
520k as initial setting (step 690). MIB-II ipForwarding A value (refer to drawing 1 1 ) is judged (step 691), and 
if it is "1" (gateway), and it is except "1 (host)", it will progress to step 692 to step 698. 

[0109] MIB-II which showed the number of interfaces ifNumber A value is judged (step 692), it progresses to 
step 693 at the time beyond "2", and "Normal" is set as status 520g at the time of "1" (step 697). 
[0110] MIB-II which showed the interface type ifType MIB-II with which two or more interfaces other than 
"24" (softwareLoopback) existed, and the value indicated the status to be ifOperStatus It judges whether all 
values are "1 (up)" (step 693). When fulfilling conditions, "router" is set as router support information 520k 
(step 694), and "Normal" is set as status 520g (step 695). 

[01 1 1] When not fulfilling conditions, "Marginal" is set as status 520g (step 696). 

[01 12] MIB-II ipForwarding MIB-II which showed the number of interfaces when the value was except "1 
(host)" (step 691) ifNumber A value is judged (step 698), it progresses to step 699 at the time beyond "2", and 
"Normal" is set as status 520g at the time of "1" (step 702). 

[01 13] At step 699, the same judgment as step 693 is performed, when fulfilling conditions, "Normal" is set as 
status 520g (step 700), and when not fulfilling conditions, "Marginal" is set as status 520g (step 701). 
[01 14] Drawing 21 shows the outline of ping processing (step 672). 

[01 15] First, 520h of response times of ping of the entry 520 concerned is cleared (step 710), ping is published 
to the specified IP address (step 711), and the existence of the response is checked (step 712). When there is a 
response of ping (step 712), the clearance (step 714) of the oldest time amount 520i setting out (step 713) which 
is 520h of response times of ping of the entry 520 concerned, and whose response of ping were lost, and the 
judgment (step 715) of SNMP support information 520j are performed. 

[01 16] "Normal" is set as status 520g at the time of "nonsnmp" (step 716), and SNMP support information 520j 
sets "Marginal" as status 520g at the time of "snmp" (step 717). 

[0117] When there is no response of ping (step 712), "Critical" is set as status 520g of the entry 520 concerned 
(step 718), and the oldest time amount 520i whose response of ping was lost is checked (step 719). 
[0118] The submanager escape trap which notifies the oldest time amount 520i having existed (step 719), 
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having deleted Contents 520a-520k from (step 720) and the entry 520 concerned when having gone through 
fixed time amount (for example, one week) (step 721), and having deleted IP node from the management range 
to the integrated manager 50 is published (step 722). 

[0119] When the oldest time amount 520i does not exist, (step 719) and current time are set up (step 723). 
[0120] Drawing 22 shows the outline of total processing (step 630). 

[0121] First, the parts 510f-510k which count the number of IP addresses among the control sections of the 
management range table 500 are cleared, and the loop formation only of the number of entries 520 is carried out 
(step 732). And only when the IP address is set as the entry 520 concerned, it counts up on condition that the 
following (+1). 

[0122] Namely, smgTotalManagedNodeNumber Unconditionally (Step 734), smgTotalCriticalNodeNumber 
Only when status 520g is "Critical" (step 736) smgTotalMarginalNodeNumber Only when status 520g is 
"Marginal" (step 737) Only when status 520g is "Normal" (step 738), smgTotalNormalNodeNumber 
smgTotalRouterNodeNumber Only when router support information 520k is "router" (step 740) 
smgTotalSnmpSupportNodeNumber Only when SNMP support information 520j is "snmp" (step 742), it counts 
up, respectively. 

[0123] the time of a difference occurring in the result total before and after a total ~ (step 743) and the 

collection database management function 120 ~ difference — information is stored (step 744). 

[0124] Drawing 23 shows the outline of the renewal of the management range (step 640). 

[0125] First, from the last updating time amount, fixed time amount, for example, 3 hours passed, is checked, 

and it operates (step 750). 

[0126] The empty entry 520 exists in the management range table 500, and a loop formation is carried out only 
about the IP address whose status 520g is except "Critical" and whose SNMP support information 520j is 
"snmp" (step 751). 

[0127] Next, it is said MIB-II to IP address 520b of the entry concerned. atNetAddress An SNMP demand is 
published in order to acquire (step 752). 

[0128] When there is a response of an SNMP demand, while (step 752) and the empty entry 520 exist, only the 
number of the acquired IP addresses updates by carrying out a loop formation (step 754) (step 755). 
[0129] "Critical" is set up in order to update (step 752) and status 520g, when there is no response of an SNMP 
demand (step 756). 

[0130] Drawing 24 shows the outline of an update process (step 755). 

[0131] First, it is the IP address which does not exist in IP address 520b of the management range table 500, and 
judges whether it is contained in the management address range 440 of a configuration file 1 80 (step 760), and 
the next processing is performed only when fulfilling conditions. 

[0132] That is, the IP address concerned is set as the empty entry 520 (step 761), and the submanager escape 
trap which notifies having added IP node to the management range to the integrated manager 50 is published 
(step 762). 

[0133] By performing the above processings, a submanager 10 not only can restrict the number of IP nodes 
included in the management range, but can supervise only existing IP node. 

[0134] (3) As for the SNMP demand distribution approach communi cations control function 100 which the 
submanager received, receive an SNMP trap for the concentration-ized function 150 of the integrated manager 
50 and a submanager 10 to an SNMP demand from an agent 20 again. 

[0135] The submanager agent function 140 distributes the SNMP demand inputted from the communications 
control function 100 by the management object identifier, and relays it to the collection MIB database 
management function 120 or the concentration-ized function 150. 

[0136] As main reasons for preparing two agent functions, the self-agent function 130 and the submanager 
agent function 140, it is because it is necessary to process the SNMP demand from the integrated manager 50, 
and the SNMP demand from the concentration-ized function 150 to juxtaposition. That is, when an SNMP 
demand is received from the integrated manager 50 to the real-time collection MIB of a submanager 10 by 
processing an SNMP demand to juxtaposition, it makes it possible for the concentration-ized function 1 50 to 
publish an SNMP demand to the self-agent function 130 via the communications control function 100 by the 
extension, and to create a real-time collection MIB value based on the result, and to return an SNMP response 
to the integrated manager 50. 
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[0137] Drawing 25 shows the outline of the approach of distributing by the management object of the 
communications control function 100. The loop formation of the communications control function 100 is 
carried out until it receives a termination demand (step 770). Since there are an SNMP response from the SNMP 
demand, the self-agent 130, and the submanager agent function 140 from the concentration-ized function 150 of 
the integrated manager 50 and a submanager 10 and an SNMP trap from an agent in the data to receive, it 
judges any they are (step 771). 

[0138] First, when an SNMP demand is received, in order to distribute by the management object identifier in 
the protocol of an SNMP demand, it judges whether it is the submanager escape MIB (step 772). It notifies to 
the submanager agent function 140 at the time of the submanager escape MIB (step 773). However, when it is 
not the submanager escape MIB, it notifies to the self-agent function 130 (step 774). 

[0139] On the other hand, when an SNMP response is received, a response is returned to the integrated manager 
50 (step 775). 

[0140] Moreover, when an SNMP trap is received, it notifies to the trap function manager 160 (step 776). 
[0141] Drawing 26 shows the outline of the approach of distributing by the management object of the 
submanager agent function 140. 

[0142] First, the loop formation of the submanager agent function 140 is carried out until it receives a 
termination demand (step 780). 

[0143] Since the data to receive have a response as a result of the MIB value from the SNMP demand, the 
collection database management function 120, and the concentration-ized function 150 from the 
communications control function 100, it judges any they are (step 781). 

[0144] When an SNMP demand is received, it is an MIB acquisition demand and judges whether the 
community name is in agreement (step 782). The check of a community name is performed by comparing the 
community name 400 for acquisition shown in the community name in the protocol of an SNMP demand, and 
drawing 15 . 

[0145] Operation is judged when filling ********** G f said step 782 (step 783). 

[0146] When operation is get-next, it asks for the specified following management object identifier, and let it be 
the demanded management object identifier (step 784). Next, the fixed collection MIB and real-time collection 
MIB are judged (step 785), and it notifies to the collection database management function 120 at the time of the 
fixed collection MIB (step 786), and notifies to a concentration-ized function at the time of the real-time 
collection MIB (step 787). 

[0147] When not fulfilling the criteria of said step 782, an error response is returned to the communications 
control function 100 (step 788). 

[0148] On the other hand, when a result response is received, an assembly (step 789) and the communications 
control function 100 are answered in an SNMP response (step 790). 

[0149] (4) the management method of the collection MIB in the collection database management function 120 - 
- carry out division management of the management object, and explain how to assemble a management object 
at the time of the response of an MIB value especially here. 

[0150] The collection database management function 120 inputs each information which constitutes the fixed 
collection MIB from a management range monitoring function 110, and it stores it in the collection MIB 
database 170 while holding in memory. 

[0151] As shown in drawing 27 , there are IP address 210 which are smglpNodelndex 810 and the content 200 
of smglpNodeContext, a host name 220, the status 230, the response time 240 of ping, the SNMP support 
information 250, and the router information 260 as each information of this. 

[0152] That is, the collection database management function 120 performs individual management to each 
information unit which constitutes a management object instead of the management object unit which is the 
fixed collection MIB. smglpNodelndex 810 which is the key information which specifies IP node from the 
management range monitoring function 110, and by [ in which modification occurred ] inputting only the status 
230, for example, the collection database management function 120 is constituted so that the amount of data 
exchanged between the collection database management function 120 and the management range monitoring 
function 110 may be reduced. 

[0153] When IP node of arbitration is deleted from the management range of a submanager 10, the deletion 
demand of smglpNodelndex 810 is inputted from the management range monitoring function 110, and the 
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collection database management function 120 manages IP node of the management range by changing a flag 
800 into "it is nothing" from a "****.» 

[0154] Moreover, when a reference demand of each information which constitutes the fixed collection MIB 
from a management range monitoring function 1 1 0 is received, each information required as smglpNodelndex 
810 which is said key information is offered. Also when a submanager 10 mainly reboots, this is performed in 
order to make the same as the response relation before a reboot response relation between smglpNodelndex 810 
and IP address 210 shown in drawing 27 . 

[0155] The collection database management function 120 stores in the collection MIB database 170 each 
information which constitutes the fixed collection MIB, in order to maintain said response relation. 
[0156] The collection database management function 120 receives an acquisition demand of a fixed collection 
MIB value via the communications control function 100 and the submanager agent function 140, when a 
submanager 10 receives the acquisition demand of the fixed collection MIB from the integrated manager 50. 
[0157] The collection database management function 120 goes a fixed collection MIB value via an assembly 
from each information which constitutes the fixed collection MIB, goes the result via the submanager agent 
function 140 and the communications control function 100, and answers the integrated manager 50. 
[0158] It is summarizing each information on IP address 210 which indicated one agent, IP node property, and 
IP condition to be the assemblies of a fixed collection MIB value as shown in drawing 27 , a host name 220, the 
status 230, the response time 240 of ping, the SNMP support information 250, and the router information 260 
here to smglpNodeContext 200 which is one management object. 

[0159] Drawing 28 shows the outline of actuation of the collection database management function 120. 
[0160] The loop formation of the collection database management function 120 is carried out until it receives a 
termination demand (step 820). 

[0161] Since the data (step 821) to receive have an acquisition demand, the storing demand from the 
management range monitoring function 110, and reference demand of the fixed collection MIB from the 
submanager agent function 140, it judges any they are (step 821). 

[0162] When an acquisition demand is received, get-next operation is judged (step 822), and when it is get-next 
operation, it asks for the specified following index (smglpNodelndex 810) (step 823). 

[0163] At the following step 824, the existence of an index is judged using the flag 800 of drawing 27 . This is 
for checking the index mainly specified by get operation. 

[0164] When an index exists, the fixed collection MIB value which answers is created at step 825. That is, when 
smglpNodeContext 200 is required, an assembly is performed, and when the management object expressing the 
total result which is the fixed collection MIB shown in drawing 14 is required, it removes from the object of an 
assembly. 

[0165] Then, the submanager agent function 140 is answered in an MIB value (step 826). When an index does 
not exist, an error response is returned to the submanager agent function 140 (step 827). 
[0166] When a storing demand is received, the content 200 of smglpNodelndex 810 which is said key 
information which constitutes the fixed collection MIB from a management range monitoring function 110, and 
smglpNodeContext to update is inputted, and after searching IP node which corresponds using said key 
information, the content 200 of smglpNodeContext currently held in memory is updated (step 828). 
[0167] When performing an addition or deletion of arbitration of IP node from the management range of a 
submanager 10, the flag 800 of drawing 27 is updated, respectively "for it to be nothing" (modification). [ it is a 

[0168] Then, the collection MIB database 170 is updated (step 829). 

[0169] Since division management cannot be performed to the management object expressing the total result 
which was shown in drawing 14 and which is Collection MIB, an MIB value is updated simply. 
[0170] When a reference demand is received, each information demanded among the contents 200 of 
smglpNodelndex 810 which is said key information which constitutes the fixed collection MIB, and 
smglpNodeContext is offered to the management range monitoring function 110 (step 830). In order not to 
perform division management to the management object expressing the total result which is the fixed collection 
MIB shown in drawing 14 , an MIB value is offered simply. 

[0171] (5) Supposing the collection / intensive approach concentration-ized function 150 in the concentration- 
ized function 1 50 has a TCP connection as shows drawing 30 , let it be the object of concentration of the TCP 
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connection 1000 between IP nodes of the management range, and the TCP connection 1010 between IP node of 
the management range, and IP node outside the management range. The TCP connection 1 020 between IP 
nodes outside the management range is not taken as an object. That is, it considers as the object of concentration 
about the TCP connection in whom a TCP connection's end is IP node of the management range at least, and the 
IP node mounts the agent 20. 

[0172] Drawing 3 1 is MIB-II which the concentration-ized function 150 collects from the agent of the 
management range. tcpConnState The format of an index and an MIB value is shown. 

[0173] Drawing 32 is the real-time collection MIB of a submanager 10, and an MIB value is required of it from 
the integrated manager 50. smgSumTcpContext The format of an index and an MIB value is shown. 
[0174] Drawing 33 shows conversion between drawing 3 1 and drawing 32 . It was required by the integrated 
manager 50. smgSumTcpContext IP address (the 1) 310 of an index, a port number (the 1) 320, IP address (the 
2) 330, and a port number (the 2) 340 are acquired from IP address (the 1)310, respectively, and are used as 
local IP address 1 120 of the index of tcpConnState 1 100, local TCP port 1 130, IP address 1 140 of RIMOTO, 
and TCP port 1 1 50 of RIMOTO. 

[0175] Moreover, tcpConnState A value 1 160 is smgSumTcpContext. It is set as the status (the 1) 330. 
[0176] Similarly, it is used as IP address 1 120 of RIMOTO of the index of tcpConnState 1110, TCP port 1 130 
of RIMOTO, local IP address 1 140, and local TCP port 1 150. Moreover, tcpConnState A value 1 170 is 
smgSumTcpContext. It is set as the status (the 2) 360. 

[0177] The service name 370 of smgSumTcpContext is /etc/services. With reference to a file, the service name 
corresponding to a port number (the 1) 320 or a port number (the 2) 350 is acquired and set up. 
[0178] Drawing 34 explains the sequentiality of the index shown in drawing 32 , and has the sequence and 
relation of an entry 520 of the management range table 500. 

[0179] IP address 520b is located in a line with IP address (the 1) 3 10 in an order from the head of an entry. 
Moreover, it ranks with a port number (the 1) 320 and a port number (the 2) 350 in an order from the small 
value of a port number. Furthermore, a list and the last become sequence from IP address520b of the next entry 
of IP address (the 1) 310 at the IP address outside the management range at IP address (the 2) 340. 
[01 80] Drawing 35 shows the outline of the Maine processing of the concentration-ized function 1 50, and it 
carries out a loop formation until it receives a termination demand (step 1200). 

[0181] When the acquisition demand of Concentration MIB is received from the submanager agent function 
140, actuation is started (step 1201), first, operation is judged (step 1202), get processing (step 1203) is 
performed at the time of get operation, and, in the case of others, get-next processing is performed (step 1204). 
[01 82] Next, an error judging is performed (step 1205), and when you have no error, the above mentioned 
service name acquires and (step 1206) answers. smgSumTcpContext The content is assembled (step 1207). 
Moreover, a result response is returned to the submanager agent function 140 (step 1208). 
[01 83] At the time with an error, an error response is returned to the submanager agent function 140 (step 
1209). 

[0184] Drawing 36 decomposes the index which showed the outline of get processing (step 1203) and was first 
shown in drawing 33 (step 1250), and in order to judge whether it is the IP address included in the management 
range (step 1252), refer to the management range table 500 for it (step 1251). 

[0185] When only an IP address (the 1) is included in the management range, get issuance is performed only to 
an IP address (the 1) (steps 1253 and 1254). 

[01 86] Similarly, when only an IP address (the 2) is included in the management range, get issuance is 
performed only to an IP address (the 2) (steps 1255 and 1256). 

[01 87] However, when both IP addresses are included in the management range, get issuance is first performed 
to an IP address (the 1) (steps 1257 and 1258), and get issuance is performed to an IP address (the 2) only at the 
time of being errorless (steps 1259, 1260, and 1261). 

[01 88] An error is returned when both IP addresses are not included in the management range (step 1262). 
[01 89] Drawing 37 shows the outline of the get issuance performed by drawing 36 . 

[0190] In order to acquire the value of MIB-II efficiently, with reference to the management range table 500, it 
judges whether status 520g of the IP address concerned is "Marginal 11 or "Normal", and SNMP support 
information 520j is "snmp" (step 1270). 

[0191] When fulfilling conditions, the management object identifier shown in drawing 33 is changed (step 
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1271), and a get demand is published (step 1272). 

[0192] Next, the judgment of the existence of a response of a get demand and the judgment (steps 1273 and 
1274) of an error are performed, and an acquisition result is returned when fulfilling conditions (step 1275). 
[0193] An error is returned when not fulfilling the conditions of step 1270, step 1273, and step 1274 (steps 
1278, 1277, and 1276). 

[0194] Drawing 38 shows the outline of get-next processing (step 1204). 

[0195] First, the existence of index assignment is judged (step 1280), and when it exists, an index is 
decomposed like step 1250 (step 1281). 

[0196] When the index is not specified, in order to ask for a top index, index [ degree ] calculation is performed 
(step 1282). 

[0197] Next, the IP address which exists in the management range, or in order to judge, the same judgment as 
step 1252 of drawing 36 is performed (step 1284). 

[0198] In this judgment, when only an IP address (that 1) is included in the management range, get-next 
issuance (steps 1285 and 1286) is performed only to an IP address (that 1). 

[0199] Similarly, when only an IP address (the 2) is included in the management range, get-next issuance is 
performed only to an IP address (the 2) (steps 1287 and 1288). 

[0200] When both IP addresses are included in the management range, get-next issuance is first performed to an 
IP address (the 1) (steps 1289 and 1290), and get-next issuance is performed to a connection's partner address 
only at the time of being errorless (steps 1291, 1292, and 1293). 

[0201] An error is returned when both IP addresses are not included in the management range (step 1294). 
[0202] Drawing 39 shows the outline of index [ degree ] calculation. 

[0203] First, when it does not exist, in order to judge existence of the specified index (step 1300), and to ask for 
a top index, it searches in an order from the head entry of the management range table 500, and let IP address 
520b whose status 520g is "Marginal" or "Normal" and whose SNMP support information is "snmp" be new IP 
address (the 1) 310 (step 1301). 

[0204] Moreover, "0.0.0.0" is set to IP address (the 2) 340, and "0" is set to a port number (the 2) 350 for "0" at 
a port number (the 1) 330, respectively. 

[0205] However, when an index exists in step 1300, in order to ask for the following index efficiently, the 
management range table 500 is searched in order, and let IP address 520b whose status 520g are IP address520b 
after IP address (the 1)310, and is "Marginal" or "Normal" and whose SNMP support information is "snmp" be 
new IP address (the 1)310 according to the sequence of the index shown in drawing 34 (step 1305). 
[0206] Drawing 40 shows the outline of the get-next issuance performed by drawing 38 . 
[0207] First, in order to acquire the value of MIB-II efficiently, with reference to the management range table 
500, it judges whether status 520g of the IP address concerned is "Marginal" or "Normal", and SNMP support 
information 520j is "snmp" (step 1310). 

[0208] When fulfilling conditions, the management object identifier shown in drawing 33 is changed (step 
1311), and a get-next demand is published (step 1312). 

[0209] next, the management object identifier of an acquisition result is judged (step 1313) ~ tcpConnState it is 
— it judges whether you are a TCP connection between IP nodes at the time (step 1314). 

[0210] When it is a TCP connection between IP nodes, an acquisition result is returned (step 1315), and when it 
is not a TCP connection between IP nodes, get-next issuance is performed again (step 1316). 
[021 1] step 1313 — setting — tcpConnState it is not ~ at the time, activation of index [ degree ] calculation and 
existence of degree index are judged (steps 1317 and 1318), when it exists, get-next issuance is performed (step 
1319), and when it does not exist, an error is returned (step 1320). 

[0212] When not fulfilling the conditions of step 1310, the same processing as step 1320 is performed from step 
1317. 

[0213] (6) In order that smglntermediaryTrap of cutback approach drawing 10 of the SNMP trap in the trap 
function manager 160 may reduce the number of management packets which an SNMP trap uses, define the 
submanager escape trap which a submanager 10 relays, and an extended trap number is "3." 
[0214] Moreover, the community name 400 for acquisition of the a configuration file 180 explained by drawing 
15 is used also when a submanager 1 0 publishes a submanager escape trap. A submanager 1 0 is the IP address 
of the partner who publishes a submanager escape trap, and can specify two or more trap destinations 420. The 
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trap repeating span 450 is time amount which stores the SNMP trap received from the agent 20 who is the 
management range of a submanager, when an SNMP trap is received in the meantime, is summarized in one 
submanager escape trap, and is relayed to the integrated manager 50. 

[0215] Drawing 41 shows the outline of the conversion from an SNMP trap in the submanager escape trap 
which the submanager 1 0 received from the agent 20 of the management range. 

[0216] The trap header 1410 and Variable-bindings 1420 constitute the format 1400 of smglntermediaryTrap 
which is a submanager escape trap. 

[0217] It constitutes from enterprise 141 1, agent-addr 1412, generic-trap 1413, specific-trap 1414, and time- 
stamp 1415, and the trap header 1410 is sysObjectID of a submanager 10, the IP address "6" of a submanager 
10, "3", and a submanager, respectively. sysUpTime of 10 is described. 

[0218] In Variable-bindings 1420, the content of the received SNMP trap is described in order. 

[0219] Drawing 42 shows the detail of the conversion from an SNMP trap in a submanager escape trap. 

[0220] Variable-bindings 1420 of the format 1400 of smglntermediaryTrap mainly consists of smglpNodelndex 

1430, smgEnterprise 1431, smgAgentAddr 1432, smgGenericTrap 1433, smgSpecificTrap 1434, and 

VarBindList 1435. 

[0221] In smglpNodelndex 1430, index number 520a of the management range table 500 applicable to agent- 
addr 1462 which is the IP address which published the SNMP trap is described. 

[0222] To smgEnterprise 1431, smgAgentAddr 1432, smgGenericTrap 1433, and smgSpecificTrap 1434, 
enterprise 1461 of the SNMP trap received from the agent 20 of the management range, agent-addr 1462, 
generic-trap 1463, and specific-trap 1464 are described, respectively. 

[0223] In VarBindList 1435, Variable-bindings 1470 of the received SNMP trap is described. 
[0224] Drawing 43 shows the outline of the cutback approach of an SNMP trap. 

[0225] First, with reference to a configuration file 180 (step 1500), a loop formation (step 1501) is carried out 
until it receives a termination demand. 

[0226] Next, a buffer is secured (step 1502), the loop formation only of between the trap repeating spans 450 
(refer to drawing 15 ) is carried out (step 1503), and an SNMP trap is received (step 1504). 
[0227] The thing from the agent 20 of the submanager management range, or in order to check, refer to IP 
address 520b and the index 520a for the received SNMP trap from the management range table 500 (step 1505). 

[0228] The received SNMP trap stores index 520a and the received SNMP trap in a buffer, when the agent 20 
of the submanager management range publishes (steps 1506 and 1507). 

[0229] A submanager escape trap is published for a submanager escape trap from the content of this buffer to an 
assembly (step 1508) and the integrated manager 50 (step 1509). Then, a buffer is released (step 1510). 
[0230] As mentioned above, although the detail of the submanager 10 which is the important section of this 
invention was explained, according to this example, there is the following effectiveness by referring to the fixed 
collection MIB which is the escape MIB of a submanager 10, and the real-time collection MIB from the 
integrated manager 50. 

[0231] (1) When referring to the fixed collection MIB, an SNMP acquisition demand can be immediately 
answered from the integrated manager 50 by a submanager's 10 publishing ping (I CMP echo demand packet) 
and an SNMP demand packet periodically to IP node of the submanager management range, and holding the 
response result as commuter's ticket collection MIB which is one of the submanager escapes MIB. 
[0232] the fixed collection MIB — the property (an index — ) of IP node of the submanager management range 
An IP address, a host name, IP condition, the response time of ping, an SNMP mounting flag, Since it consists 
of the management object identifier which expressed the IP router mounting flag by 1 [a management object 
identifier / IP node], and the management object identifier which totaled each property of the with the number 
of IP nodes The network administrator by the side of the integrated manager 50 can check the configuration 
information and status information of the submanager management range by doubling with an application and 
referring to the fixed collection MIB of a submanager 1 0. 

[0233] Furthermore, the number of management packets between submanagers 10 can be decreased only 
several intensive minutes of the fixed collection MIB with the integrated manager 50. 

[0234] (2) Since the reference demand to the real-time collection MIB to the submanager 10 from the integrated 
manager 50 is followed, each agent's management object is collected and collected and real time is answered at 
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the integrated manager 50 when referring to the real-time collection MIB, the newest condition of the 
submanager management range can be grasped with few resources (a CPU power, memory space) and the small 
number of management packets. Moreover, the time error between agents can be reduced. 
[0235] Moreover, IP node and service with the high traffic of the management range of a submanager 10 can be 
specified by little actuation by the integrated manager 50 by managing the TCP connection information on the 
submanager management range as real-time collection MIB. Furthermore, the number of management packets 
between the integrated manager 50 and a submanager 1 0 can be decreased compared with the case where a 
submanager 10 does not exist. 

[0236] Furthermore, the SNMP trap received from change and the agent of the submanager management range 

can be efficiently told to the integrated manager 50 by publishing a submanager escape trap. 

[0237] In addition, in logical relation drawing of drawing 2 , although the hierarchy to an integrated manager is 

three layers from the agent, this invention is not limited to this. 

[0238] 

[Effect of the Invention] As explained above, it sets to this invention. Between an agent and a submanager, And 
SNMP is used as a communications protocol between a submanager and an integrated manager. And in a 
submanager, the management objects of this management range are periodically collected through the agent 
belonging to the management range of self. Since the integrated manager was notified of the collection 
information in the MIB format according to the reference demand from an integrated manager, it is the 
submanager of an easy configuration and hierarchy management of the large-scale communication network can 
be carried out based on SNMP of an IAB control standard. 

[0239] Moreover, since two or more information from each agent who has managed from the integrated 
manager by two or more identifiers to a reference demand is collected and it was made to notify an integrated 
manager, the management information between an integrated manager and a submanager can be transmitted by 
the little management packet, and a large-scale communication network can be managed by low traffic and low 
cost. Furthermore, an integrated manager's load is mitigable. 

[0240] Moreover, an integrated manager's network administrator can check the configuration information and 
status information of the submanager management range by doubling with an application and referring to the 
fixed collection MIB of a submanager. 

[0241] Furthermore, when management objects are collected on real time and it is made to notify an integrated 
manager, the newest condition of the submanager management range can be grasped with few resources (a CPU 
power, memory space) and the small number of management packets. 

[0242] Moreover, the effectiveness of being able to specify IP node and service with the high traffic of the 
management range of a submanager 10 is acquired by little actuation by the integrated manager by managing 
the TCP connection information on the submanager management range as real-time collection MIB. 

[Translation done.] 
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